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Agenda:
Project overall outcome details

• Sprint 3 Milestone Goals and Objectives
• Sprint 3 Milestone Progress Summary

• One-page Dashboard
• Overall WBS: Timeline / Gantt Chart

• Sprint 3 Weekly Scrum Updates

• Sprint 3 Epic Task Discussions (all deliverables)
• Overall WBS: Timeline / Gantt Chart
• Team member deliverable presentations
• WBS: Timeline / Gantt Chart for each Epic
• Discussion with Empirical Evidence & 

Artifacts

• Time Tracking: Team and individual effort hours 
via person-hour burn-up pivot tables / charts / 
graphs associated with Sprint 3

• Review of project performance and takeaways
• Plans & reminders for the rest of the semester

• C-Day, Department Presentation, Peer 
Evaluation, & Self-reflection (specific 
dates/times)



OCDS Team

• Scott Gilstrap
• Project Manager  / Team Leader / Scrum Master
• OCDS VP of Project Management

• Stephanie Aguirre
• Project Technical Writer / Instructor
• OCDS VP of Learning and Development

• Chris Dunbar
• Project Systems Administrator / Web Master
• OCDS VP of Infrastructure and Web Development

• Justin Place
• Project Senior Architect / AI Developer
• OCDS VP of Development Operations

• Ryan LeBlanc
• Project Senior Architect / AI Developer
• OCDS VP of Product Development

Owl Cyber Defense Systems



Sprint 3 Goals & Objectives
Production Deployment & Release



Milestone 3 Goals 

Strategic Objective:
Establish the OCDS cybersecurity 

business providing small businesses 
cost effective tools to increase their 

cybersecurity protection posture at an 
affordable rate

Sprint 3
Mar 26 – Apr 21, 2024

Operational Objectives

• Business Plan fully completed and published

• Company Policies published in Business Plan
• Project Website deployed and released into 

production with all documentation 
• Company Website deployed and released into 

production
• Cyber Awareness Training Modules deployed and 

released into production on website

• IT Security Plan deployed and released into 
production on the website

• Proprietary Risk Assessment deployed and 
released into production on the website

• AI Security Chatbot deployed and released into 
production on the website  

• Server Hardening Tool deployed and released into 
production

• SIEM Advanced Firewall and Log Analyzer 
deployed and released into production



Sprint 3 Milestone/Epic Progress Summary



Sprint 1 Milestone Progress One-Slide Dashboard

Target 
Date Progress Key Issues & 

Risks
GTG Action 

Plan

Leadership 
Assistance 
Requested

Release Project Website into Production 14-Apr-24 • Successfully completed Project website with documentation. 
• Project website is self designed/published and self hosted. NA NA NA

Release OCDS Company Website into 
Production 21-Apr-24 • Successfully completed Company website with Products & Services. 

• Project website is self designed/published and self hosted. NA NA NA

Release OCDS Business Plan into Production 14-Apr-24 • Successfully completed Business Plan with all required content.
• The Business Plan is published & available via websites. NA NA NA

Release OCDS Company Policies into 
Production 14-Apr-24 • Successfully completed the OCDS Company Policies.

• Company Policies are published & available via the Business Plan. NA NA NA

Release Cyber Awareness Training Client 
Offering into Production 14-Apr-24 • Successfully completed Cyber Awareness Training Modules.

• All modules are published & available via websites. NA NA NA

Release Information Security Plan Client 
Offering into Production 07-Apr-24 • Successfully completed the IT Security Planning Form Questionnaire.

• The IT Security Planning Form Questionnaire is available via website. NA NA NA

Release Risk Assessment Plan Client 
Offering into Production 23-Mar-24 • Successfully Completed the proprietary Risk Assessment 

Questionnaire and Planning form. (Example: Scrappy Tax Service) NA NA NA

Release OCDS Information Security Chatbot 
Client Offering into Production 18-Mar-24 • The OCDS Security Chatbot was successfully deployed and has 

learned the appropriate 800-53 security standards. NA NA NA

Release OCDS Server Hardening Tool Client 
Offering into Production 21-Mar-24 • All VM supporting Infrastructure was successfully deployed.

• Successful STIG deployment of the OCDS Server Harding Tool. NA NA NA

Release OCDS SIEM Advanced Firewall & Log 
Analyzer Client Offering into Production 19-Mar-24 • Successful build out of supporting VM Infrastructure

• Successful SIEM tool configuration (Security Onion) & Deployment. NA NA NA

LEGEND On Track At Risk DelayedComplete Not 
StartedB G Y R NH On-Hold/ 
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B

B

B

B
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B
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Sprint 3 Milestone Progress Summary

• All Sprint 3 Epics are completed or on target 
for successful completion by due date.

• All tasks have been completed and/or 
addressed in a timely manner to be on track.

• Weekly Scrum meetings were conducted, 
and updates were logged appropriately.

• Project workload has been distributed evenly 
with each team member contributing 
appropriately.

• No issues or risks were encountered during 
Sprint 3

• No change request was required



Sprint 3 Weekly Scrum Updates



Project Manager Project Objective Start Date End Date

Scott Gilstrap Design and establish a first-class cybersecurity company 
offering world-class AI-enable proprietary cyber 
protections to meet today’s robust cybersecurity 
requirements at a reasonable cost to the client.

01/16/24 05/05/24 

Project – Owl Cyber Defense Systems – Sprint 3 Data as of: 03/30/24 

ID Key Risk(s) Description Mitigation / Action Plan

No Data None N/A N/A

ID Key Issue(s) Description Mitigation / Action Plan

No Data None N/A N/A

Key Milestones Start Date End Date % Complete

Planning & Designs 
Complete (Sprint 0)

01/19/24 01/25/24 100%

Planning & Designs 
Complete (Sprint 1)

01/25/24 02/25/24 100%

Development & Testing 
Complete (Sprint 2)

02/26/24 03/24/24 100%

Business Plan & Products 
Released to Production 
(Sprint 3)

03/18/24 04/21/24 25%

Overall Schedule Budget Scope Resource

n n n n n 

Key Accomplishments/Activities Next Steps

ü Review all company policies and prepared them for 
production release

ü Completed logic in PS to iterate through CSV file and run 
commands against system

ü Updated .py to fix RTX Chatbot
ü Took all VM snapshots (backup purposes)
ü Setup logic to check registry DWord creation and 

appropriate entry
ü Completed the IT Security Planning Questionnaire

ü Release company policies into production
ü Review Cyber awareness Training Modules
ü Prepare training modules for production release
ü Finish writing PS script to evaluate and change 

values against STIG for Windows
ü Continue work on PS script and complete further 

testing on Windows VM
ü Complete the Proprietary Risk Assessment 

Questionnaire
ü Reconfigure the VM infrastructure and network 

cabling for the OCDS SIEM

LEGEND

On Track At Risk DelayedComplete Not Started

NH

On Hold

B

Cancelled

C G A R

Week-1: 24 – 30 Mar 2024 



Project Manager Project Objective Start Date End Date

Scott Gilstrap Design and establish a first-class cybersecurity company 
offering world-class AI-enable proprietary cyber 
protections to meet today’s robust cybersecurity 
requirements at a reasonable cost to the client.

01/16/24 05/05/24 

Project – Owl Cyber Defense Systems – Sprint 3 Data as of: 04/06/24 

ID Key Risk(s) Description Mitigation / Action Plan

No Data None N/A N/A

ID Key Issue(s) Description Mitigation / Action Plan

No Data None N/A N/A

Key Milestones Start Date End Date % Complete

Planning & Designs 
Complete (Sprint 0)

01/19/24 01/25/24 100%

Planning & Designs 
Complete (Sprint 1)

01/25/24 02/25/24 100%

Development & Testing 
Complete (Sprint 2)

02/26/24 03/24/24 100%

Business Plan & Products 
Released to Production 
(Sprint 3)

03/18/24 04/21/24 50%

Overall Schedule Budget Scope Resource

n n n n n 

Key Accomplishments/Activities Next Steps

ü Conducting troubleshooting of the script handling SCAP 
scanning/STIGing – determined the multiple registry 
changes are affecting VM performance

ü Product & Services website configurations
ü Training page website configurations
ü Updated Team photos and BIOs for both websites
ü Added appropriate STIG entries in script
ü Completed section 1 of the Risk Assessment Planning 

Questionnaire

ü Finish writing PS scripts to evaluate and change 
values against the STIGs for Windows

ü Website configurations
ü Product page & child pages
ü Services page & child pages
ü Training page and links to modules
ü Team page content

ü Visit physical data center to resolve network issue 
for SIEM VM

ü Complete further STIG scripting for STIGing VMs
ü Complete section 2 of Risk Assessment Planning 

Questionnaire 

LEGEND

On Track At Risk DelayedComplete Not Started

NH

On Hold

B

Cancelled

C G A R

Week-2: 31 Mar – 06 Apr 2024 



Project Manager Project Objective Start Date End Date

Scott Gilstrap Design and establish a first-class cybersecurity company 
offering world-class AI-enable proprietary cyber 
protections to meet today’s robust cybersecurity 
requirements at a reasonable cost to the client.

01/16/24 05/05/24 

Project – Owl Cyber Defense Systems – Sprint 3 Data as of: 04/13/24 

ID Key Risk(s) Description Mitigation / Action Plan

No Data None N/A N/A

ID Key Issue(s) Description Mitigation / Action Plan

No Data None N/A N/A

Key Milestones Start Date End Date % Complete

Planning & Designs 
Complete (Sprint 0)

01/19/24 01/25/24 100%

Planning & Designs 
Complete (Sprint 1)

01/25/24 02/25/24 100%

Development & Testing 
Complete (Sprint 2)

02/26/24 03/24/24 100%

Business Plan & Products 
Released to Production 
(Sprint 3)

03/18/24 04/21/24 75%

Overall Schedule Budget Scope Resource

n n n n n 

Key Accomplishments/Activities Next Steps

ü Visited the physical data center – configured correct 
switch for spanning port (established mirroring)

ü Connected SIEM VM to correctly configured port
ü Identified critical error in SIEM VM
ü Completed minor updates to Company and Project 

websites 
ü Completed section 3 of the Risk Assessment Planning 

Questionnaire

ü Rebuild SIEM VM (again) to address critical error
ü Complete section 4 of the Risk Assessment Planning 

Questionnaire
ü Completing an example IT Security Assessment for 

client Scrappy Tax Service
ü Update OCDS Security Chatbot
ü Finalize all scripts 

LEGEND

On Track At Risk DelayedComplete Not Started

NH

On Hold

B

Cancelled

C G A R

Week 3: 07 – 13 Apr 2024 



Project Manager Project Objective Start Date End Date

Scott Gilstrap Design and establish a first-class cybersecurity company 
offering world-class AI-enable proprietary cyber 
protections to meet today’s robust cybersecurity 
requirements at a reasonable cost to the client.

01/16/24 05/05/24 

Project – Owl Cyber Defense Systems – Sprint 3 Data as of: 04/02/24 

ID Key Risk(s) Description Mitigation / Action Plan

No Data None N/A N/A

ID Key Issue(s) Description Mitigation / Action Plan

No Data None N/A N/A

Key Milestones Start Date End Date % Complete

Planning & Designs 
Complete (Sprint 0)

01/19/24 01/25/24 100%

Planning & Designs 
Complete (Sprint 1)

01/25/24 02/25/24 100%

Development & Testing 
Complete (Sprint 2)

02/26/24 03/24/24 100%

Business Plan & Products 
Released to Production 
(Sprint 3)

03/18/24 04/21/24 95%

Overall Schedule Budget Scope Resource

n n n n n 

Key Accomplishments/Activities Next Steps

ü Rebuilt SIEM VM to address critical error – issue 
resolved

ü Completed section 4 of the Risk Assessment Planning 
Questionnaire

ü Created example client reports for IT Security and Risk 
Assessment Plan

ü Updated OCDS Security Chat with final datasets
ü Completed all scripts for STIG and Chatbot learning
ü Prepare red for Mielstone-3 presentation

ü Review all deliverables for completion
ü Meet as a team for final discussions 
ü Complete preparation for milestone-3 presentation
ü Prepare final presentation
ü Complete various evaluations and surveys
ü Sprint 3 retrospective
ü Identify project accomplishments, challenges, 

lessons learned, and opportunities for 
improvement 

LEGEND

On Track At Risk DelayedComplete Not Started

NH

On Hold

B

Cancelled

C G A R

Week 4: 14 – 20 Apr 2024 



Sprint 3 Epic & Task Discussions



Overall WBS Epic Timeline for Sprint 3 Milestones

Sprint 3 Milestones have been completed or are on target to be completed by due date



Epic: Release Project Website into Production
Chris Dunbar



Release Project Website into Production

Complete/On Track



Release Project Website into Production

• Project website URL: https://project.ocds.tech/ 

• Hugo & Bootstrap

• Home
• Project Plan Download
• Business Plan Download
• Products & Services

• Documentation
• Business Assets
• Milestones
• Project Assets

• Team – Headshots with Bios

• Link to OCDS Company website

Owner: Chris Dunbar

https://project.ocds.tech/


Release Project Website into Production

Owner: Chris Dunbar



Release Project Website into Production

Owner: Chris Dunbar



Release Project Website into Production

Owner: Chris Dunbar



Release Project Website into Production

Owner: Chris Dunbar



Epic: Release OCDS Company Website into Production
Chris Dunbar



Release OCDS Company Website into Production

Complete/On Track



Release OCDS Company Website into Production

Owner: Chris Dunbar

• Company website URL: https://ocds.tech/

• Hugo & Bootstrap

• Home
• Cybersecurity Consulting
• Security Assessments
• Red Team Services

• About
• Mission & Vision Statements
• Leadership Team

• Products – Firewalls, AI Chatbot, SIEMs

• Services – Cybersecurity Consulting, Red 
Team, Security Assessments

• Training – 3 modules

https://ocds.tech/


Release OCDS Company Website into Production

Owner: Chris Dunbar



Release OCDS Company Website into Production

Owner: Chris Dunbar



Epic: Release OCDS Business Plan into Production
Scott Gilstrap



Release OCDS Business Plan into Production

Complete/On Track



• Verified Business Plan is complete (24-page document)

• Worked with Webmaster for the Business Plan to be accessible 
from the Project Website

• Worked with Webmaster to ensure the Mission Statement and 
Vision Statement from the Business Plan are displayed on the 
Company Website

Release OCDS Business Plan into Production

Owner: Scott Gilstrap



Release OCDS Business Plan into Production

Owner: Scott Gilstrap

Expense Cost
Certifications 15,000
Education and Training 25,000
Technology and Equipment 10,000
Business Structure/Legal Fees 1,500
Office Space and Utilities 10,000
Marketing and Branding 25,000
Insurance 1,750
Personnel Costs 250,000
Miscellaneous Expenses 10,000

Total $348,250

$75,000.00 

$200,000.00 

$400,000.00 
$450,000.00 

$600,000.00 

 $-

 $100,000.00

 $200,000.00

 $300,000.00

 $400,000.00

 $500,000.00

 $600,000.00

 $700,000.00

 Year 1  Year 2  Year 3  Year 4  Year 5

Revenue 

Year Revenue Expenses P/L 
Year 1 $   75,000.00 $ 348,250.00 $(273,250.00)
Year 2 $ 200,000.00 $ 313,425.00 $(113,425.00)
Year 3 $ 400,000.00 $ 278,600.00 $ 121,400.00 
Year 4 $ 450,000.00 $ 300,000.00 $ 150,000.00 
Year 5 $ 600,000.00 $ 330,000.00 $ 270,000.00 

Startup Costs $ 348,250.00 

 $(400,000.00)

 $(200,000.00)

 $-

 $200,000.00

 $400,000.00

 $600,000.00

 $800,000.00

 Year 1  Year 2  Year 3  Year 4  Year 5  Startup
Cost

Profit & Loss Projection

 Revenue  Expenses  P/L

Linear  ( Revenue ) Linear  ( Expenses )

OCDS Client Offering Retail Cost
Proprietary IT Security Plan $699.99
Proprietary Risk Management & Assessment Plan $499.99
AI-enabled Security Chatbot Tool $1499.99
SIEM Tool $999.99
Cyber Awareness Training $399.99 per course



Release OCDS Business Plan into Production

Owner: Scott Gilstrap



Epic: Release OCDS Company Policies into Production
Stephanie Aguirre



Release OCDS Company Policies into Production

Complete



Release OCDS Company Policies into Production

• Company policies have been reviewed and 
successfully completed

• Polices are part of the Business Plan and 
accessible on the Websites

• Equal Opportunity
• Workplace Health & Safety
• Code of Conduct
• Attendance & Time Off (PTO)
• Ethics Policy
• Substance Abuse
• Compensation & Benefits
• Remote Work
• Access Control
• AUP – Acceptable Use Policy

• Updated by OCDS each quarter

• Each employee required to read and agree 
to each year

Owner: Stephanie Aguirre



Complete & Publish the OCDS Company Policies

Owner: Stephanie Aguirre



Complete & Publish the OCDS Company Policies

Owner: Stephanie Aguirre



Complete & Publish the OCDS Company Policies

Owner: Stephanie Aguirre



Epic: Release Cyber Awareness Training Client Offering into 
Production
Stephanie Aguirre



Release Cyber Awareness Training Client Offering into 
Production

On Track – no risks



Release Cyber Awareness Training Client Offering into 
Production

• Employees of small businesses experience 
350% more social engineering attacks than 
those at larger enterprises. 

• OCDS offers three training modules
1) Module 1: Introduction – terminology 

and types of threats
2) Module 2: Safety and cyber attack 

prevention.
3) Module 3: Customized per client with 

activities and tests. 

• Proprietary Cyber Awareness Training 
prepare specifically for Scrappy Tax Service

• CyberSecurity_Training_for_Scrappy-
Tax-Service.pptx (sharepoint.com) 

Owner: Stephanie Aguirre

https://kennesawedu.sharepoint.com/:p:/r/sites/Team-IT7993ITCapstone825/_layouts/15/Doc2.aspx?action=edit&sourcedoc=%7B38eb5548-6db0-4722-a361-11473266c798%7D&wdOrigin=TEAMS-MAGLEV.teamsSdk_ns.rwc&wdExp=TEAMS-TREATMENT&wdhostclicktime=1713395777936&web=1
https://kennesawedu.sharepoint.com/:p:/r/sites/Team-IT7993ITCapstone825/_layouts/15/Doc2.aspx?action=edit&sourcedoc=%7B38eb5548-6db0-4722-a361-11473266c798%7D&wdOrigin=TEAMS-MAGLEV.teamsSdk_ns.rwc&wdExp=TEAMS-TREATMENT&wdhostclicktime=1713395777936&web=1


Release Cyber Awareness Training Client Offering into 
Production

Owner: Stephanie Aguirre



Release Cyber Awareness Training Client Offering into 
Production

Owner: Stephanie Aguirre



Release Cyber Awareness Training Client Offering into 
Production

Owner: Stephanie Aguirre



Release Cyber Awareness Training Client Offering into 
Production

Owner: Stephanie Aguirre



Release Cyber Awareness Training Client Offering into 
Production

Owner: Stephanie Aguirre



Release Cyber Awareness Training Client Offering into 
Production

Owner: Stephanie Aguirre



Scott Gilstrap

Epic: Release Information Security Plan Client Offering into 
Production



Release Information Security Plan Client Offering into 
Production

Complete/On Track



Release Information Security Plan Client Offering into 
Production

• Completed and deployed the IT Security 
Planning Questionnaire into Production

• Based questions and data collection on two 
primary information security standards

• NIST 800-53 – Standards for Security 
and Privacy Controls

• ISO 27001 – Information Security 
Management System (ISMS)

• 17 Sections

• 27 Questions

• 10 File Upload Points 
• Supporting Documentation

Owner: Scott Gilstrap

• https://forms.office.com/r/6jnRL8eX8j?origin=lprLink 

https://forms.office.com/r/6jnRL8eX8j?origin=lprLink


Release Information Security Plan Client Offering into 
Production

• OCDS process details of IT Security Planning 
Process

• This part is the asset identification stage
• Client completes initial IT Security Planning 

Questionnaire
• OCDS Receives and logs response
• Using the detailed asset identifications OCDS 

creates a proprietary Risk Assessment 
Questionnaire for client to complete

Owner: Scott Gilstrap

• Overall Process
• Determine all company Assets
• Identify vulnerabilities with each asset
• Threat analysis

• Identify threats to each vulnerability
• Assess threat impact to company if 

vulnerability is exploited
• Assess the likelihood of the threat 

exploiting each vulnerability
• Calculate the Level of Risk
• Determine acceptability of Risk
• If not acceptable identify treatment 

options using security controls to mitigate 
the Risk

• Create Risk Assessment & Treatment Plan
• Create Statement of Acceptance 

• Addressing residual risks



Release Information Security Plan Client Offering into 
Production

Owner: Scott Gilstrap



Release Information Security Plan Client Offering into 
Production

Owner: Scott Gilstrap



Release Information Security Plan Client Offering into 
Production



Scott Gilstrap

Epic: Release Risk Assessment Plan Client Offering into 
Production



Release Risk Assessment Plan Client Offering into 
Production

On Track – no risks 



Release Risk Assessment Plan Client Offering into 
Production

• OCDS process details of Risk Assessment Pan
• This section is the Risk Assessment and 

Management stage
• OCDS creates a proprietary Risk Assessment 

Questionnaire for client to complete
• Client completes the multi-form, detailed Risk 

Assessment Questionnaire
• OCDS creates a Risk Assessment Treatment Plan
• Client reviews the Risk Assessment Treatment 

Plan and accepts
• Documentation is recorded and all parties 

sign/agree to the developed IT Security and Risk 
Management Plan

Owner: Scott Gilstrap

• Overall Process
• Determine all company Assets
• Identify vulnerabilities with each asset
• Threat analysis

• Identify threats to each vulnerability
• Assess threat impact to company if 

vulnerability is exploited
• Assess the likelihood of the threat 

exploiting each vulnerability
• Calculate the Level of Risk
• Determine acceptability of Risk
• If not acceptable identify treatment 

options using security controls to mitigate 
the Risk

• Create Risk Assessment & Treatment Plan
• Create Statement of Acceptance 

• Addressing residual risks



Release Risk Assessment Plan Client Offering into 
Production

Owner: Scott Gilstrap

NIST 800-53 – Standards for Security and Privacy Controls

ISO 27001 – Information Security Management System

This a multi-form process designed specifically for each client

• Threat Identification and Impact Analysis (Impact & Likelihood Assessment):
• Step 1 of 3: https://forms.office.com/r/eaZpRaMDH9?origin=lprLink 
• Step 2 of 3: https://forms.office.com/r/UQdQsCCSZg?origin=lprLink 
• Step 3 of 3: https://forms.office.com/r/bj2kaz9nkS?origin=lprLink 

• Based on the answers to the above questionnaires OCDS calculates Risk Levels:

• Client accepts Risks that are of an appropriate level

• OCDS identifies treatment options using appropriate security controls to mitigate each 
risk to an acceptable level

• Client accepts treatment options and Risk Treatment Plan

• OCDS generates two reports: 
1) Risk Assessment and Treatment
2) Statement of acceptance of residual risks

https://forms.office.com/r/eaZpRaMDH9?origin=lprLink
https://forms.office.com/r/UQdQsCCSZg?origin=lprLink
https://forms.office.com/r/bj2kaz9nkS?origin=lprLink


Risk Treatment Options:

• Decrease the risk using safeguards
• Avoid the risk
• Accept the risk
• Transfer the risk to a third party

Owner: Scott Gilstrap

Example of a Risk Register

Release Risk Assessment Plan Client Offering into 
Production

Asset Area Vulnerability Threat Impact Likelihood Level Risk Owner
Remote 
workspace

Lack of access 
to facilities, 
rooms or 
offices

Unauthorized entry 
into facilities, 
rooms or offices

1 – Medium 2 – High 3 
Not Acceptable

Scrappy Owl

Remote 
workspace

Lack of access 
to facilities, 
rooms or 
offices

Unauthorized entry 
into facilities, 
rooms or offices

1 – Medium 1 – Medium 2 Acceptable Scrappy Owl

ScrappyWebSrvr1 Inadequate / 
incompatible 
equipment

Interruption of 
power supply from 
public network

0 – Low 2 - High 2 Acceptable Feisty Nightjar

ScrappyWebSrvr1 Inadequate / 
incompatible 
equipment

Equipment failure 1 – Medium 1 – Medium 2 Acceptable Feisty Nightjar

ScrappyWebSrvr1 Test & prod 
environments 
not separated

Unauthorized 
Access: Employee

1 – Medium 2 – High 3 
Not Acceptable

Feisty Nightjar

ScrappyWebSrvr1 Test & prod 
environments 
not separated

Unauthorized 
Access: Attacker

2 – High 1 – Medium 3 
Not Acceptable

Feisty Nightjar



Ryan LeBlanc

Epic: Release OCDS Information Security Chatbot Client Offering into 
Production



Release OCDS Information Security Chatbot Client Offering 
into Production

Complete



Release OCDS Information Security Chatbot Client Offering 
into Production

• Powered by RTX

• Used NIST 800-53 information 
security controls and standards 
to populate datasets to teach 
the OCDS Chatbot

• Used PyCharm and Visual 
Studio Code scripting to modify 
RTX Chatbot source code

• OCDS Chatbot utilized NIST 
standards to appropriately 
answer client security questions 
providing security advice based 
on NIST standards

• This enables our clients to ask 
IT security questions and 
receive the appropriate answer 
to properly secure their 
environment

Owner: Ryan LeBlanc



Release OCDS Information Security Chatbot Client Offering 
into Production

Owner: Ryan LeBlanc

• Default dataset – STIG xml & 
business proposal file.

• OCDS Security Chatbot 
provides appropriate answers 
to security questions and an 
output file for the clients.

• Examples:
• What is NIST 800-53?



Release OCDS Information Security Chatbot Client Offering 
into Production

• Default dataset – STIG xml & 
business proposal file.

• OCDS Security Chatbot 
provides appropriate answers 
to security questions and an 
output file for the clients.

• Examples:
• STIG implementation



Release OCDS Information Security Chatbot Client Offering 
into Production

Owner: Ryan LeBlanc

• Click image to play video 
(older color scheme)

• Default dataset – STIG xml & 
business proposal file.

• OCDS Security Chatbot 
provides appropriate answers 
to security questions and an 
output file for the clients.

• Examples:
• What can OCDS do?
• Provide me fixes to 

ensure home is not 
executable in FSTAB.

• In Ubuntu provide me 
fixes to make sure 
password history is on 
compliance with STIGs.



Epic: Release OCDS Server Hardening Tool Client Offering into 
Production

Justin Place



Release OCDS Server Hardening Tool Client Offering into 
Production

Complete/On Track



Release OCDS Server Hardening Tool Client Offering into 
Production

• Completely built out and hosting 
entire virtual infrastructure on 
VMWare Workstation

• DC1
• Win10Client (Windows 10)
• UC1 (Ubuntu client)
• MS1

• PSSession

• PowerShell / SSH

• STIG – Security Technical 
Implementation Guide

• SCAP – Security Content Automation 
Protocol 

• Pre-STIG scan / Post-STIG scan

Owner: Justin Place



Release OCDS Server Hardening Tool Client Offering into 
Production

• Click image to play video

• Hardening process based 
on NIST guidelines and 
appropriate STIGs

• Pings all VMs from MS1 
showing connectivity

• Enter PSSession to show 
STIG & run script – 
changes registry

• SSH to Ubuntu client

• Launch SCAP

• Host files

• Run scans

• Scores

Owner: Justin Place



Owner: Ryan LeBlanc & Justin Place



Owner: Ryan LeBlanc & Justin Place



Owner: Ryan LeBlanc & Justin Place



Owner: Ryan LeBlanc & Justin Place



Owner: Ryan LeBlanc & Justin Place



Owner: Ryan LeBlanc & Justin Place



Epic: Release OCDS SIEM Advanced Firewall & Log Analyzer Client 
Offering into Production

Chris Dunbar



Release OCDS SIEM Advanced Firewall & Log Analyzer 
Client Offering into Production

Complete/On Track



• Configured Security Onion VM and open 
source SEIM network & security monitoring 
tool for client offering.

• Configured SPAN port at data center

• Self-hosted on VMWare ESXi virtual 
infrastructure 

Chris Dunbar

Release OCDS SIEM Advanced Firewall & Log Analyzer 
Client Offering into Production



Owner: Chris Dunbar

• Click to play video

• Hardening process based on 
NIST guidelines and 
appropriate STIGs

• Pings all VMs from MS1 
showing connectivity

• Enter PSSession to show 
STIG & run script – changes 
registry

• SSH to Ubuntu client

• Launch SCAP

• Host files

• Run scans

• Scores

Release OCDS SIEM Advanced Firewall & Log Analyzer 
Client Offering into Production



Sprint 3 Time Tracking



Sprint 3 Person-hour Time Tracking (Real-time Jira project export)



Person-hours Automated Report: Week-1 24-30Mar24

Sprint-3 | Week-1



Person-hours Automated Report: Week-2 31Mar-06Apr24

Sprint-3 | Week-2



Person-hours Automated Report: Week-3 07-13Apr24

Sprint-3 | Week-3



Person-hours Automated Report: Week-4 14-20Apr24

Sprint-3 | Week-4



Sprint 3 Person-hour Time Tracking (Team Totals)

• Chris Dunbar

• Justin Place

• Ryan LeBlanc

• Scott Gilstrap

• Stephanie Aguirre



Project Performance & Experience

Recap/Review/Reflection



Milestone 3 Goals 

Strategic Objective:
Establish the OCDS cybersecurity 

business providing small businesses 
cost effective tools to increase their 

cybersecurity protection posture at an 
affordable rate

Sprint 3
Mar 26 – Apr 21, 2024

Operational Objectives

• Business Plan fully completed and published

• Company Policies published in Business Plan
• Project Website deployed and released into 

production with all documentation 
• Company Website deployed and released into 

production
• Cyber Awareness Training Modules deployed and 

released into production on website

• IT Security Plan deployed and released into 
production on the website

• Proprietary Risk Assessment deployed and 
released into production on the website

• AI Security Chatbot deployed and released into 
production on the website  

• Server Hardening Tool deployed and released into 
production

• SIEM Advanced Firewall and Log Analyzer 
deployed and released into production



Project Performance & Experience
• Accomplishments

• Staying on track to complete each milestone task in a timely matter. Creating the cyber security training and awareness training 
modules.

• Getting a mixture of code working to initially create a chatbot and create python scrips to format datasets so the chatbot could learn.
• Implemented and adjusted the RTX chatbot to be more OCDS specific/proprietary.
• Created a Windows 10, two Ubuntu (desktop and server) systems and two Server 2019 VM's. Created virtualized domain infrastructure 

to include three Windows OS's and two Linux OS's. Assisted in the development of AI training model data used for chat bot. 
• Used Jira for a complete project for the first time and created the automated Person-hour export. Used Microsoft Forms to create the 

IT Security Planning Tool as well as the proprietary Client Risk Assessment tool.  Also created the detailed and robust company 
Business Plan. 

• Challenges
• Deciding on the presentation format of our cyber security training and awareness for this project. Researched a lot of different 

trainings to get an idea on what to do for ours and the look & feel. 
• Learning and becoming efficient at Python coding.  There was also an ML/AI learning curve.
• A few challenges faced were joining Linux machines to the virtualized domain. Editing AI training model data for accuracy. Training 

original AI bot for optimal accuracy. Creating PowerShell script to automate STIG process.
• Trying to figure out how to get AI to collect all the data from the client and generate an automated Risk Assessment.  I ended up with 

some automation, but I still had some manual effort as well to generate the proprietary Risk Assessment Plan for the client. 
• Time management was a big challenge. With a fulltime career being on the verge of a promotion to Director, taking Scrum Master 

certification courses, being in the Navy Reserves in the process of transferring to the Army National Guard as a Cyber Warrant Officer, 
and managing a family all while taking this Capstone class and working this project has proven to be very taxing and time consuming. 

• Configuring the Span Port correct in the data center for the SIEM data collection. 



Project Performance & Experience
• Lessons Learned

• Time goes by fast when researching information for a project and applying all the information learned. You think you have all the time 
in the world, but before you know it — it’s time to submit the final project.

• ML/AI is only as good as the dataset that is prepared, and ML/AI can be created to be bias as the dataset is what it builds from.
• Over the course of the semester, I learned a lot regarding AI. I learned about the different models and methods that could be used in 

creating and training an AI. How to trim the AI dataset for increased accuracy.
• Good, detailed planning and adherence to that plan is always required when a lot is going on.
• Thorough research is key to collecting data, developing a good plan, and executing on that plan.
• Communication is extremely important for a multifaceted project – always keep everyone informed. Meet and/or exchange 

information often. Adherence to the scrum meeting methodology is important to good project tracking and a successful project. 

• Opportunities for Improvement
• Time management is still something to work on. Hold ourselves accountable every day instead of tackling all tasks in one day and 

having one day of research/working on the project.
• Python coding experience and better understanding of ML/AI language models, and the intricate networks that are designed to make 

them self learn.
• More precise datasets for AI model. Learn more about how the different AI datasets work and how to optimize model used for 

optimal performance. Increase PowerShell scripting knowledge.
• Stay focused on my current topic at hand. Finish a thought or a task before trying to multi-task too much and get too much going at 

one time causing a lose of focus and losing track of current task status.  If multi-tasking is required keep good notes and log 
everything. 

• Execute on the plan. Learn to be concise in my delivery. Stay focused on short, deliberate, well-worded and informative speaking 
points.



Next Steps



What’s next for OCDS

• OCDS at C-Day! – April 25, 2024
• Department presentation of OCDS project – 

April 28, 2024
• Final Project Report by May 5, 2024 
• Each member to conduct…

• End Term Peer Evaluation by May 1, 2024
• Capstone Self Reflection by May 1, 2024
• Career Profile (LinkedIn) by April 28, 2024

• Celebrate success!
• A good project manager/scrum master 

will drive a project team and pull out the 
teams’ best during a project

• It’s important to celebrate success at the 
end of a successful project!



Thank You!



IT-7993 IT Capstone Project
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