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This Presentation?
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Sprint 2 Milestone Goals and Objectives
Sprint 2 Milestone Progress Summary

One-page Dashboard
Overall WBS: Timeline / Gantt Chart

Sprint 2 Weekly Scrum Updates

Sprint 2 Task Discussions
Overall WBS: Timeline / Gantt Chart
Team member presentation
Per Epic WBS: Timeline / Gantt Chart
Discussion with Empirical Evidence /
Artifacts

Time Tracking: Team and individual effort
via person-hour burn-up pivot tables /
charts / graphs for Sprint 2

Sprint 2 Recap/Review to include Project
Experience
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Sprint 2 Goals & Objectives

Development & Testing Phase



» Complete & Publish OCDS Business Plan
« Complete & Publish OCDS Company Policies
* Publish the OCDS Company and Project

Milestone 2 Websites
- . » Develop & Test the Cyber Awareness
Goals & ObJGCtlves Training Curriculum Client Offering

» Develop & Test the Proprietary IT Security
Plan Client Offering

Sprint 2 « Develop & Test the Risk Management Plan
Client Offering
Feb 26 — Mar 24! 2024 « Develop & Test the OCDS Al-enabled

Chatbot with Hardening Content

* Develop & Test the OCDS Server Hardening
Tool Client Offering

» Develop & Test the Advanced Firewall, SEIM,
and Log Analyzer Client Offering



Sprint 2 Milestone Progress Summary



Sprint 1 Milestone Progress One-Slide Dashboard

. Leadershi
Target Key Issues & GTG Action . P
Epic / Objective Health . Progress Risks Plan Assistance
Requested
. . CMar Successfully completed Business Plan ahead of time.
Complete & Publish OCDS Business Plan 0 21-Mar-24 The Business Plan is on target to be published on website by 21-Mar. NA NA NA
. A Mar Completed OCDS Company Policy List.
Publish 0CDS Company Policy List ° V4-Mar-24 Incorporated into the Business Plan and the OCDS Company website. NA NA NA
Complete & Publish OCDS Company & Mar Using input from all team members configured and published the
Project Websites ° 19-Mar-24 OCDS company and project websites. NA NA NA
Develop & Test the OCDS IT Security Plan Mar. Completed the IT Security Plan Form Questionnaire
Client Offering e 18-Mar-24 Worked with webmaster to incorporate form into the website NA NA NA
. Building the Risk Assessment Plan based on IT Security Plan form. Separate Risk Incorporate
Eg‘aelc(:&rﬁ?fi::&e 0CDS Risk Management e 23-Mar-24 The RA Plan is on target to be completed by deadline, March 23, Assessment from outcome w IT No
g Issue w RM Plan resolved by incorporating into InfoSec Plan. IT InfoSec Plan Security Plan
Develop & Test the OCDS Al-enabled Chatbot ° 18-Mar-24 Completed entry of all the various datasets (WinServer 19 & 22, NA NA NA
with Server Hardening Content Win10, Red Hat Enterprise Linux, Ubuntu, etc. and Chatbot testing.
Develop & Test the OCDS Server Hardening e 21-Mar-24 Created the VM Infrastructure to support hardening tool and demo. NA NA NA
Tool Client Offering Completed PowerShell & Bash scripts. Testing now. On target.
Develop & Test the OCDS Advanced Firewall, e 19-Mar-24 Completed SEIM tool configuration (Security Onion). SEIM network -Move cable No

SEIM & Log Analyzer Client Offering

Established network traffic for monitoring. On target.

traffic flow

-Software reinstall

[ LEGEND aCompIete e On Track @ At Risk o Delayed

On-Hold/
Canceled

Not
Started




Sprint 1 Milestone Progress Summary

All Sprint 2 Epics are completed or on target Projects / KSU MSIT Capsone - O Cber Defense ystems
for successful completion and submission by Timeline
Mar 24, 2024.

Q @ RL 0@.8 "’ Add people Status category v Epic v
All tasks have been completed and/or
addressed in a timely manner to be on track.

Sprints OCDS Sprint 2

Weekly Scrum meetings were conducted,
and updates were logged appropriately.

> B OCDS-47 Complete/Publish Company Business Plan

> B OCDS-48 Complete/Publish Company IT Policy List

Project workload has been distributed evenly

. R . > B OCDS-49 Complete/Publish Company & Project Websites
with each team member contributing B
appropriately >a L’ Develop/Test Offering: Cyber Awareness Training Curriculum
. . . > B OCDS-51 Develop/Test Offering: Create Client IT Security Plan
Two issues were noted with the Risk o .
. > OCDS-52 Develop/Test Offering: Create Client Risk Management Plan
Management Plan & SEIM Epics - i
. . > B OCDS-178 Develop/Test Offering: Develop and test company Al chatbot with Hardening content.
* RA needed to be incorporated into the
Over IT Security Plan >a L‘;[L-:;u Develop/Test Offering: Server Hardening Tool
. SEIM network traffic ﬂOW required > B3 OCDS-56 Develop/Test Offering: Advanced Firewall, SIEM, and Log Analyzer
mitigation efforts > B3 OCDS-57 Verify all Sprint 2 Development & Testing is Complete
. . . . > B3 OCDS-167 Milestone 2 (Sprint 2) Presentation
Issues did not become an impediment or risk —
> B 0OCDS-163 Upload Milestone 2 (Sprint 2) Documentation +

No change request was required




Weekly Scrum Updates



Project - Owl Cyber Defense Systems - Sprint 2

Project Manager Project Objective

Scott Gilstrap

Design and establish a first-class cybersecurity company

| Start Date End Date

01/16/24 05/05/24

offering world-class Al-enable proprietary cyber
protections to meet today’s robust cybersecurity
requirements at a reasonable cost to the client.

Data as of: 03/02/24

Schedule Budget Resource

Key Accomplishments/Activities

Sprint 1 Review & Retrospective

Sprint 2 Planning & appropriate Project task updates
Completed Company Business Plan

Added data to Al dataset for further learning & accuracy
Reached STIG PowerShell script for server scanning
Started writing scripts for server hardening content
Installed/configured NVIDIA Chat w RTX for STIG trng data
Company website additions: Navbar, menus for client
offerings (product catalog), new automation code.
Started investigating CMS for Project website

Upgraded Company IT Policy list; added to Business Plan
Completed Company Legal Structure & added to the
Business plan

A NENENENENENENEN

ANENEN

Key Risk(s) Description

Next Steps

v

NANANENE NN N NAN

<S

Create dataset tasks of documentation for company, so
the chatbot can provide information to customers

Add datasets to feed NIST 2.0 information
Troubleshoot website public access config

Publish Business Plan to Company website

Start work to create IT Security Plan website form
Collapse Risk Mngmnt Plan into IT Security Plan task
Research, install, configure STIG Manager

Create scripts to assist customer with STIG systems
Publish draft of Company website

Resolve issue with or rebuild SEIM server (not
impediment issue at this time)

Implement monitoring of live network traffic
Investigate Nvidia's Chat w RTX Al application for possible
integration with company website for live demos

Mitigation / Action Plan

Week-1: 25 Feb — 02 Mar 2024

Start Date End Date

Key Milestones

% Complete

Planning & Designs 01/19/24 01/25/24 100%

Complete (Sprint 0)

Planning & Designs 01/25/24 02/25/24 100%

Complete (Sprint 1)

Development & Testing 02/26/24 03/24/24 15%

Complete (Sprint 2)

Business Plan & Products 03/18/24 04/21/24 0%
Released to Production

(Sprint 3)

Key Issue(s)

Description Mltlgatlon [ Action Plan

[o ek X X& a]

Complete OnTrack AtRisk Delayed OnHold Not Started Cancelled




Project - Owl Cyber Defense Systems - Sprint 2

Data as of: 03/02/24

Project Manager Project Objective Schedule Budget Resource

| Start Date | End Date

Scott Gilstrap Design and establish a first-class cybersecurity company 01/16/24 05/05/24
offering world-class Al-enable proprietary cyber Py o Py Py o

protections to meet today’s robust cybersecurity

requirements at a reasonable cost to the client.

Key Accomplishments/Activities Next Steps Key Milestones Start Date End Date % Complete
v Completed the Legal Structure & included in the OCDS v Complete the Cyber Awareness Training Curriculum Planning & De§igns 01/19/24 01/25/24 100%

Final Business Plan v Incorporate Training into the website Complete (Sprint 0)
v Completed all aspects of the OCS Business Plan and ¥ Add datasets to feed NIST 2.0 information Planning & Designs 01/25/24 02/25/24 100%

delivered it to the team for Publishing to the Websites d E:Vv?a;e Sc”pt(}?_g've)report on system compliance Completge (Spring'E 1) °
v 0CDS Al security chatbot is now accessible over the L, Colnr]ﬁgouV\rIZ/?gin untu client-server domain

internet without going through gradio V" Create scripts to harden Windows and Linux systems. Development & Testing 02/26/24 03/24/24 35%
:; Added datas:jets to mcorporatedNIST 20data v Create form to support the IT Security Plan client offering Complete (Sprint 2)

Incorporated STIG Manager and appropriate scripts to Al v Incorporate IT Security plan with the website .

. . 18/24 421/24 9

v Published draft of Company website v Configure the Risk Management Plan client offering into ﬁgﬁ;ggzz :Lagri(dzr;?:;ts 03/18/ 04/21/ 0%
v" Rebuilt SEIM server successfully to avoid impediment the IT Security Plan. (Sprint 3)
v Completed troubleshooting and fixed issues with Chatbot P

interface - no issue or risk to the Project Plan

Key Risk(s)

Description

No Data None N/A

Mitigation / Action Plan

Key Issue(s)

Description

Mltlgatlon [ Action Plan

" “__

Week-2: 03 — 09 Mar 2024

Complete OnTrack AtRisk Delayed OnHold Not Started Cancelled

[e ek X X& c]




Project - Owl Cyber Defense Systems - Sprint 2 Data as of: 03/02/24

Project Manager Project Objective | Start Date End Date Schedule Budget Resource

Scott Gilstrap Design and establish a first-class cybersecurity company 01/16/24 05/05/24
offering world-class Al-enable proprietary cyber
protections to meet today’s robust cybersecurity
requirements at a reasonable cost to the client.

Key Accomplishments/Activities Next Steps Key Milestones Start Date End Date % Complete

v Incorporated the Business Plan with the OCDS website v Update scripts to give report on system compliance. Planning & Designs 01/19/24 01/25/24 100%
v Began incorporation of the OCDS IT Security Plan v Update configuration for scripts for hardening content. Complete (Sprint 0)
i i i v Completed integration of the IT Security Plan and Risk A A
Questionnaire Form on the OCDS company website. P g Yy Planning & Designs 01/25/24 02/25/24 100%

v Experienced issue w Risk Assessment flow. Avoided risk & Assessment questionnaires w the OCDS company website.

impediment by deciding to incorporate w InfoSec Plan Y %?ani]npi:]eg:[?nt?ti fﬁ:if:tc;'on of Cyber Security Awareness Complete (Sprint 1)
v Completed the Training Curriculum and began work to /' Publish additional child webpages of websites Development & Testing 02/26/24 03/24/24 75%
. :Dncslljpr?rzte odn ’ihe OC[I;S (Eon;[?g)é\ggbcﬂte- bsit v Complete Website Training page & Team page w bios. Complete (Sprint 2)
ublished updates on Frojec ompany websites v/ Visit data center again to fix network issue .
v Conducted troubleshooting on SEIM network issues v/ Complete scripts fir applying STIGs via NIST 2.0 Egﬁ;ggzz I:Lagri(dzr&?::ts 03/18/24 04/21/24 0%
v" Added datasets to feed NIST 2.0 information v' Configure the systems to prevent certain applications A
v Created the initial scripts to provide reports on system from being blocked. (Sprint 3)

<

Test scripts as they progress on demo systems to ensure
they work and are not blocked.

compliance (Windows and Linux)
Configured/joined a ubuntu client-server domain

<\

Key Risk(s) Description Mitigation / Action Plan Key Issue(s) Descrlptlon M|t|gat|on [ Action Plan

No Data None N/A N/A 001 Risk Assessment Overall flow of data and deliverable. Incorporate w IT Security Plan.
002 SEIM Network Physical flow of data impeded. Visit data center, move cable.

Week 3: 10— 16 Mar 2024

[o ek X X& a]

Complete OnTrack AtRisk Delayed OnHold Not Started Cancelled




Project - Owl Cyber Defense Systems - Sprint 2 Data as of: 03/02/24

Project Manager Project Objective | Start Date | End Date Schedule Budget Resource
Scott Gilstrap Design and establish a first-class cybersecurity company 01/16/24 05/05/24
offerlng world-class AI-en?ble proprietary cybgr o o o o o
protections to meet today’s robust cybersecurity
requirements at a reasonable cost to the client. ,
Key Accomplishments/Activities Next Steps Key Milestones Start Date End Date % Complete
v Updated scripts to give report on system compliance. v Sprint 2 Review Meeting Planning & Designs 01/19/24 01/25/24 100%
v Updated configuration for hardening content scripts. ¥ Sprint 2 Retrospective Meeting. Complete (Sprint 0)
v Completed integration of the IT Security Plan and Risk ¥ Sprint 3 Planning Session. ) Planning & Designs 01/25/24 02/25/24 100%
Assessment questionnaires w the company website. v Rev_lew lessons lgarned and gllscuss improvements for c l tg (Spri %1) ?
. : Sprint 3 and project completion. omplete (5prin
v" Completed the last section of Cyber Security Awareness . h : :
LT . v Register for and discuss preparation for C-Day. Devel t & Testi 02/26/24 03/24/24 100%
Tra|r!|ng in its ('erjtlrety. ) . v Make final plan for all tasks to be completed and in evelopmen : esting °
:; Eu bhs[heddavdi/d Il;tIC}na_:_Chllq webpag;sTof websites. b production to start testing and preparation for project Complete (Sprint 2)
ompleted Website Training page & Team page w bios. finalization. . .
v" Traveled to the data center again to fix network issue ﬁgﬁ;ggzz zéagridzr&?::ts 03/18/24 04/21/24 0%
v Completed scripts to apply STIGs via NIST 2.0 (Sprint 3)
v" Configured systems to prevent application blocking. P
v' Tested scripts as they progress on demo systems to
ensure they work and are not blocked.

Key Issue(s) Descrlptlon M|t|gat|on [ Action Plan

Key Risk(s) Description Mitigation / Action Plan

o - " " “__

Week 4: 17 — 23 Mar 2024

Complete OnTrack AtRisk Delayed OnHold Not Started Cancelled

[e ek X X& c]




Sprint 2 Task Discussions



Overall WBS Epic Timeline for Sprint 2 Milestones

Projects / KSU MSIT Capstone - Owl Cyber Defense Systems
Timeline

. ORDOBO & v s i -

EB MAR

Sprints OCDS Sprint 2

> OCDS-47 Complete/Publish Company Business Plan —n

> [ OCDS-48 Complete/Publish Company IT Policy List ]

> OCDS-49 Complete/Publish Company & Project Websites

> OCDS-50 Develop/Test Offering: Cyber Awareness Training Curriculum _n
> OCDS-51 Develop/Test Offering: Create Client IT Security Plan _.

> OCDS-52 Develop/Test Offering: Create Client Risk Management Plan -n
> OCDS-178 Develop/Test Offering: Develop and test company Al chatbot with Hardening content. _l

> OCDS-53 Develop/Test Offering: Server Hardening Tool —-

> OCDS-56 Develop/Test Offering: Advanced Firewall, SIEM, and Log Analyzer

> OCDS-57 Verify all Sprint 2 Development & Testing is Complete -
> [ OCDS-167 Milestone 2 (Sprint 2) Presentation [ |o |
> OCDS-163 Upload Milestone 2 (Sprint 2) Documentation <+ .

Complete



Epic: Complete & Publish the OCDS Business Plan

Scott Gilstrap



Complete & Publish the OCDS Business Plan

Projects / KSU MSIT Capstone - Owl Cyber Defense Systems
Timeline

: OBDDD & wore

Sprints

v B OCDS-47 Complete/Publish Company Business Plan

S€85-93 Complete Company Vision Statement

S€B85+77 Complete Company Mission Statement

<]

S€8596 Complete Business Goals

<]

©€55-54 Complete Business Strategy

a

S€8557 Complete IT Goals

<]

©€8555 Complete IT Strategy

<]

©€55-58 Complete IT Policy List

<]

©€B5155 Coordinate w Stephanie incorporate IT Policies in Business Plan

a8

S€8563 Complete/Publish Legal Structure for the Business

(<<

S€85-189 Complete Target Market Definition

8

S€85-15+ Complete Product Offering Catalogue

<]

BS€85-182 Complete Product Offering Cost Model

<]

S€8599 Complete Business Model

(<<

OCDS-91 Review & Complete Business Plan Document

<]

OCDS-92 Publish/Upload Company Business Plan

B€B5-156 Coordinate w Stephanie to incorporate legal structure in Business Plan DONE

OCDS-157 Coordinate w Chris to incorporate Product Catalogue & Cost o...

Status category v Epic v

DONE

DONE

DONE

DONE

DONE

DONE

DONE

DONE

DONE

DONE

DONE

DONE

DONE

IN PROGRESS

IN PROGRESS

TO DO

A% Give feedback

°< Share

[I] Export

25 View set

MAR

0CDS Sprint 2

Complete/On Track



Complete & Publish the OCDS Business Plan

Conducted multiple hours of research to
obtain details for each section with very
specific, true and realistic data to produce a
very realistic Business Plan

Verified content via team member
collaboration

Completed the specific details for OCDS
company specific Business Plan entries
* See TOC screenshot for all specific
detailed sections

Uploaded completed OCDS Business Plan
to the MS Teams collaboration site

Deliverable artifact attached and included in
the appendix

Coordinated with Webmaster to upload to
websites

Owner: Scott Gilstrap

Owl Cyber Defense Systems Business Plan

Date: March 03, 2024
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Complete & Publish the OCDS Business Plan

:

Reve

nue

$200,000:00

Year 2

Certifications 15,000
25,000
10,000
1,500
10000
25,000
1,750 60000000
250,000 $500,000.00
10,000
$3a8250 10000000
$300,000.00
$200,000.00
$100,00000 *7000.00
. I
Year1
$699.99
$499.99
$1499.99
$999.99
$399.99 per course

Owner: Scott Gilstrap

Year 3

$450,000.00
$400,000.00

Year 4

$600,000.00

Year 5

Profit & Loss Projection

| Year | Revenue | Expenses | P/t |
$ 75,000.00  $348,250.00
$200,000.00  $313,425.00
$400,000.00  $278,600.00
$450,000.00  $300,000.00
$600,000.00  $330,000.00
]

$ 348,250.00

$(273,250.00)
$(113,425.00)
$121,400.00
$ 150,000.00
$ 270,000.00

$800,000.00
$600,000.00
$400,00000 [
$200,000.00 I ........... I II II I
. 1 il
Year Year Year 3 Year 4 Year5 Startup

$(200,000.00) Cost
$(400,000.00)

I Revenue s Expenses . P/L

--------- Linear (Revenue) «++------ Linear (Expenses)




Epic: Complete & Publish the OCDS Company Policies

Stephanie Aguirre



@ Complete & Publish the OCDS Company Policies

Projects / KSU MSIT Capstone - Owl Cyber Defense Systems
Timeline

© QRDDOD & s
Sprints

v [ OCDS-48 Complete/Publish Company IT Policy List

[ 5€B559 Complete/Publish list of Company Policies

[ 5€B56+ Complete/Publish List of Cybersecurity Policies

[ ©€B5352 Coordinate with Scott to incorporate Policies in Business Plan

s -
A Give
Status category v Epic v
FEB MAR MAR
I 25 26 27 28 29 2 3 4 5 6 7 8 H 10 1 2 13 14
OCDS Sprint 2
oone @ R
oone @ ]
oone @ E—

Complete



@ Complete & Publish the OCDS Company Policies

Completed detailed research of multiple
sites and companies for Company Policy
concepts and ideas.

Completed research on specific policies for
Company Policy List as well as specific IT
Polices and decided which policies to use as
OCDS Policy List.

Completed final version of OCDS Company
and IT Policies.

Coordinated with the Scott Gilstrap to
incorporate the completed version of the
OCDS Company Policies into the OCDS
Business Plan.

Screenshot of Table of Contents to the right
and more to follow on next three slides

Owner: Stephanie Aguirre

Owl Cyber Defense Systems Business Plan

Date: March 03, 2024
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Tools View

Business Strategy

Executing the details laid out in this business plan from sale & marketing strategies to company
policies to financial considerations OCDS will invest in quality personnel and provide appropri-
ate means to help them create best in class client offerings to provide cyber protection for our
clients.

IT Goals
Aligning with business goals the Information Technology departments will provide OCDS em-
ployees with safe, secure, and well preforming technology devices and strive for a solid strategy

to improve year over year.

e Purchase developer class laptops for all technology staff and business class laptops for
business leaders.

e Implement an advanced proprietary Security Information and Event Management (SIEM)
system for each client.

e Create a cloud security policy framework for clients by implementing robust IT Security
Plans to monitor cloud workloads for vulnerabilities and increase security posture.

e Develop world-class Cyber Awareness Training programs for clients.

e |dentify potential partners and establish communication channels to facilitate integrating
threat intelligence feeds and jointly develop solutions for mutual benefit.

e Experiment with emerging technologies (Al, blockchain, etc.).

IT Strategy

The OCDS IT leaders will consistently commmunicate and collaborate with OCDS business leaders
to facilitate alignment. Alliance will be consistent and facilitated by a quarterly sync-up meeting
to discuss and re-align goals and strategies. Following the details of this Business Plan, specif-
ically the technology aspects, the OCDS Technology Department will reinvest in appropriate

hardware to focused on the IT goals that are synchronized to help the business meet their

Screens 8-9 of 33

IT7993_Business-Plan_Final_OCDS (Testing) « Saved ™

goals. Technology personnel will focus on developing products to meet the deliverables to our

client offerings to meet the business goals.

Company Policies
Company policies play a crucial role in ensuring the smooth functioning of an organization.

e OCDS will set expectations via written policies detailing what is expected from com-
pany employees to including but not limited to performance, values, and behavior.
These policies will provide a framework for employees to understand their roles and
responsibilities within the organization.

e OCDS will strive to maintain consistency and fairness. OCDS well-defined policies will
ensure consistency across the company. When everyone follows the same guidelines,
it promotes fairness and prevents favoritism.

e Company policies will serve as a guideline for federal or state regulatory requirements
to maintain compliance with laws. They help OCDS stay compliant with labor laws,
industry-specific regulations, and legal obligations.

e Legal protection will be afforded as OCDS policies will act as pre-warnings for employees.
By outlining the consequences of failing to abide by the rules, OCDS will be pro-
tected legally. In case of disputes or claims, these documented policies will be valuable
evidence.

e OCDS will promote a positive work environment via well-crafted policies contributing to
a safe and enjoyable work environment. OCDS policies will relate to workplace health
and safety, employee fraternization, and remote work helping to create a positive

atmosphere for everyone.
OCDS Company Policies are as follows:

e Equal Opportunity Policy: Ensures fair treatment and prevents discrimination based on

protected classes (e.g., race, gender, age, religion) in hiring and employment practices.

—
[, Focus

B - 4+—+

Owner: Stephanie Aguirre



Tools View

1 of 33

e Workplace Health and Safety: Addresses safety protocols, emergency procedures, and
preventive measures.

e Employee Code of Conduct: Sets behavioral standards and expectations.

e Attendance, Vacation, and Time-Off: Clarifies leave entitlements and procedures.

e Ethics Policy: Guides employees on ethical behavior and integrity.

e Substance Abuse: Addresses drug and alcohol use in the workplace.

e Compensation and Benefits: Details salary, benefits, and incentives.

e Remote Work: Outlines guidelines for working remotely.

e Access Control: Only authorized users can have access to the organization’s IT resources,
hardware, software, data, and network.

e Acceptable Use Policy (AUP): Set of rules that govern how an OCDS computer network,
website, or service may be used. Outlines both permissible and prohibited actions.
The OCDS AUP will serve as a roadmap for responsible and secure use of technol-
ogy resources and maintain order, protecting assets, and fostering a respectful digital
environment.

o Usage Guidelines: Define acceptable behavior for users. Specify what actions are
allowed and what constitutes misuse. By adhering to these guidelines, users
contribute to a positive and secure environment.

o Network Security: To maintain network security these OCDS practices will define
and prevent unauthorized access, data breaches, and other security risks. E.g.,
this policy will prohibit sharing login credentials or attempt systems hacking, etc.

o Resource Allocation: Address resource allocation. Ensure fair usage of network
bandwidth, storage, and computing power. Prevent excessive or inappropriate
use that could impact overall system performance.

o Legal Compliance: Ensure OCDS compliance with legal requirements. Address
copyright infringement, privacy laws, and intellectual property rights. Following
this section of the AUPs, OCDS will avoid legal repercussions.

o Risk Mitigation: Mitigate risks associated with misuse. Discourage activities like
spreading malware, engaging in cyberbullying, or violating user privacy. These

AUP policy section will protect both users and OCDS.

IT7993_Business-Plan_Final_OCDS (Testing) » Saved ™

e Bringing Own Device to Work (BYOD): An individual can bring their own device to work,
but company software must be installed to protect the organization from malicious
software.

e Social Media: Under no circumstances should the organization’s property (i.e. software,
hardware, data) should be on any social media platform. This could lead to legal and
cybersecurity risks.

e User accounts and passwords: Everyone will have their own account and password(s). If
an individual is no longer a part of the organization, then their account will be deleted.
Passwords must be updated every ninety (90) days to ensure protection from hackers.

e Backing Up Information: Information from devices will be routinely backed up every
fifteen (15) days to ensure that information is not lost in case of a cyber-attack. It is
also to maintain the integrity of the organization’s IT resources.

e Purchase and Installation of Software: All hardware and software must be appropriate
and provide value for the organization. It must be able to integrate within the other
devices of the organization. If an installation or purchase must occur, then it must go
through the IT manager for approval. From there, the IT manager will send the approval
to the IT team, who will buy it and have it installed from a reliable and authorized vendor.

e Incident Response: If you see or receive something out of the ordinary, identify the
incident and then report it. The incident will be properly escalated to the appropriate
personnel to handle and respond to the incident. Once the incident has been dealt with,
then an evaluation of the incident must occur in order to see how well it worked and
whether anything else must be done to properly manage the incident.

e Wireless Use: To maintain regulation of wireless network access to the organization’s IT
resources. User authentication is required before accessing the organization’s wireless
networks. The organization monitors all wireless network to ensure reliable access. The
organization reserves the right to restrict and/or move any device(s) that have access to
the wireless network to prevent infection or any negative impacts to the IT resources.

e Security Awareness and Training: Should be administered to all individuals of the or-
ganization so they can properly handle tasks without jeopardizing the organization’s
information and data. Providing proof of completion is required.

I Focus B -+ +

Owner: Stephanie Aguirre




Tools View IT7993_Business-Plan_Final_OCDS (Testing) = Saved ™

e Data Retention: All data retrieved from the organization will be stored for three (3) Using a project-based pricing strategy OCDS will charge a flat fee per project as opposed to a
years. After the three (3) years, the data will be completed destroyed and wiped direct exchange of money for time. Pricing will be estimated based on the value of the project
from the organization’s backup and storage. All outdated and duplicate data will be deliverables. For some projects the strategy will consist of flat fee from the estimated time of
removed to keep storage space available. Data includes documents, records, trans- the project. OCDS uses this strategy as it is good for consultants providing business services.

action information, contracts, emails or other messaging applications, and customer

information. Using the value-based model OCDS will price product offerings or services based on what the
e Email Usage: Personal use of company email is not allowed. This reduces the risk of customer is willing to pay. OCDS could charge more for products we will set prices based on
receiving spam email that could contain phishing or pharming content. Email exchange customer interest and data to maintain the competitive pricing and establish OCDS as the
must be done on-premises or using a virtual machine to access user’s desktop. In most affordable option for our clients while maintaining a modest profit margin. The goal is
case of an email security breach, the IT manager and supervisor must be notified. The to increase client sentiment and loyalty while prioritizing clients in other areas of the business.
organization has the right to monitor, read, intercept, store, and disclose emails. This model also works well in any price-sensitive industry such as client-based products and
e Data and Information Security: The availability, integrity, and confidentiality of the or- services.
ganization’s information must be protected from corruption, theft, or unauthorized
access. The pricing structure will fluctuate and will be posted and adjusted via the OCDS website.
Product & Services Line Market Analysis
Product Offering(s) Target Market
e Al-enabled network and server hardening tool The OCDS target market is the small business who is most likely a sole proprietary ownership
e Advanced firewall, SIEM, and Log Analyzer with one to 10 employees. These small businesses may only have one or just a few products.
They may be retail small businesses as well. Industries will vary. They may be professional
Service Offerings and business service related. These small businesses are the heart of America. At more than
e Client IT Security Plan proprietary build-out 90% of U.S. businesses 33.3 million businesses are small business in the United Sates [1].

e Client Risk Management Plan proprietary build-out These businesses are our target market because they usually can’t afford the cyber protections

e Client Cyber Awareness Training required for robust defense and they are the ones who need it the most because a successful

cyber attack against their business will most likely put them out of business. OCDS needs to

help protect these businesses.

Pricing Model
OCDS pricing is based on a combination of a project-based and a value-based pricing model.
Reference
L ]
Screens 12-13 of 33 ™. Focus B ——B——+ 120% |

Owner: Stephanie Aguirre
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Complete & Publish OCDS Company & Project Website

Projects (SU MS

Timeline A% Give feedback

Q @RL 33.8 " Add people Status category v Epic v

Sprints OCDS Sprint 2

v B OCDS-49 Complete/Publish Company & Project Websites

nitial company website launch poNE @
Create Services catalog on website poNE @
Create About section on website poNE @
¢ Add Training section to website pone @
nitial project website launch poNE @
Create Products catalog section on website poNE @
Begin updating placeholder text with real content poNe @

Complete/On Track



Complete & Publish OCDS Company & Project Website

Home About Products Services Training

Conducted multiple lines of research for
hosting capabilities to support the websites

. _ Owl Cyber Defense Systems
P u bl IS h ed d rafts Of bOth th e PrOJeCt and th e OCDS is a cybersecurity startup dedicated to safeguarding businesses

OC DS Com a n We bsites and individuals from digital threats at an affordable price. Our mission is
p y to provide robust and proactive cybersecurity services that empower our

clients to thrive in the digital age.

Navigation bar, drop down menus, &
automation

Added content to both websites Our Services

Company website
* Updated Products page layout
* Updated Services page layout
* Added Training page

Project website
* Updated placeholder text with content

Cybersecurity Consulting Security Assessments Red Team Services

fro m p rOJ e Ct d O c u m e nts (e . g *’ B u SI n eSS Lorem ipsum dolor sit amet, consectetur Lorem ipsum dolor sit amet, consectetur Lorem ipsum dolor sit amet, consectetur
P I a n ) adipisicing elit. Architecto modi placeat adipisicing elit. Architecto modi placeat adipisicing elit. Architecto modi placeat
. corrupti tempora quod quidem praesentium corrupti tempora quod quidem praesentium corrupti tempora quod quidem praesentium
impedit. Rem, sapiente eius? impedit. Rem, sapiente eius? impedit. Rem, sapiente eius?

* Added Team page (need team input)
* Added completed Business Plan in PDF

fO rm at. Copyright © 2024IT 7993 Project 4: This is a KSU capstone project website

Owner: Chris Dunbar




Complete & Publish OCDS Company & Project Website

Home Team Company Website

IT 7993: Capstone Project 4

Lorem ipsum dolor sit amet consectetur adipisicing elit. Corrupti dolores,
facilis ad temporibus cupiditate, architecto saepe autem ex, tempore
consectetur optio vitae ratione nemo dignissimos voluptate excepturi
esse iusto eaque magnam perspiciatis. Accusamus explicabo quia
accusantium nihil, facere inventore temporibus sit quos odio, ipsam velit
laudantium expedita, deserunt libero nesciunt.

Project Assets

'.anane\-n \
ST
@

2\ N <
~ 2
LY - <
Project Plan OCDS Business Plan OCDS Product Offerings
Lorem ipsum dolor sit amet, consectetur Lorem ipsum dolor sit amet, consectetur Lorem ipsum dolor sit amet, consectetur
adipisicing elit. Architecto modi placeat adipisicing elit. Architecto modi placeat adipisicing elit. Architecto modi placeat
corrupti tempora quod quidem praesentium corrupti tempora quod quidem praesentium corrupti tempora quod quidem praesentium
impedit. Rem, sapiente eius? impedit. Rem, sapiente eius? impedit. Rem, sapiente eius?

View Content View Content View Content

Copyright © 2024IT 7993 Project 4

Owner: Chris Dunbar

Home About Products Services Training

Training

It is important to have a foundational understanding of cyber intrusion methods and cybersecurity measures. Equipped with this knowledge and
understanding, individuals will be able to assist in preventing cyber-attacks and protecting their systems and information. To support the development of
this knowledge, OCDS has developed a comprehensive training solution.

The purpose of our training modules is to teach employees/individuals how to protect their organization's assets, data, and technological resources.
Employees are the first in line to reduce the likelihood of security incidents and breaches. By doing so, organizations can minimize the risk of incidents and
ultimately minimize their financial losses. Cybersecurity and awareness training helps individuals understand the vital role they play in protecting data at
work or at home.

OCDS is proud to offer the following training options to support our customers in developing these critical skills:
Module One will introduce the individual to the cyber world with terminology and types of cyber threats.
Module Two will discuss some safety tips to help business and individuals safeguard their network(s) and computers.

Module Three have tests and activities that is catered to the organization’s needs, such as phishing attacks, ransomware attacks, passwords and

authentication, etc.

The training is done at the user’s own pace. It could take anywhere between 45 minutes to two hours — depending on how quickly the user understands
the material. It is recommended for an organization to continue cybersecurity training an awareness at least once a year.

Copyright © 2024IT 7993 Project 4: This is a KSU capstone project website




Complete & Publish OCDS Company & Project Website

Home About Products Services Training

Products

OCDS is proud to partner with the following vendors and provide their products with the best possible implementation, management, and support.

Firewalls

Lorem ipsum dolor, sit amet consectetur adipisicing elit. Dolorem magnam doloremque tenetur ab totam ad, voluptatum odio est. Natus consectetur
maxime a omnis vel consequatur qui obcaecati laudantium ex quaerat?

SEIMs

Lorem ipsum dolor, sit amet consectetur adipisicing elit. Dolorem magnam doloremque tenetur ab totam ad, voluptatum odio est. Natus consectetur
maxime a omnis vel consequatur qui obcaecati laudantium ex quaerat?

Copyright © 2024IT 7993 Project 4: This is a KSU capstone project website

Owner: Chris Dunbar
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@ Develop & Test Cyber Awareness Training Client Offering

Projects / KSU MSIT Capstone - Owl Cyber Defense Systems

Timeline

Q @@@@‘8 " Add people Status category v Epic v

Sprints

v B OCDS-50 Develop/Test Offering: Cyber Awareness Training Curriculum

2 OCDs-114 Complete Development of Curriculum IN PROGREss @
2 OCDs-158 Coordinate w Chris to incorporate li... IN PROGRess @

2 985159 Create Training Content Based on Curriculu... DoNe @

[ OCDS-115 Test Each Training Module oo @

On Track — no risks



@ Develop & Test Cyber Awareness Training Client Offering

Took the Cyber Awareness Training design
drafted in Sprint 1 and added content to
Publish.

Working with Webmaster to incorporate with
the Training section of website.

Researched several cyber awareness
training experts to develop a proprietary
OCDS training program.

Following are screenshots and artifact

evidence of...
* Our Cyber Awareness Training
statement

e The Cyber Awareness Training
Curriculum Client Offering

* AN actual training module

Owner: Stephanie Aguirre

Cybersecurity Training and Awareness

It is important to have a foundational understanding of cyber intrusion methods
and cybersecurity measures. By having this knowledge and understanding,
individuals will be able to assist in preventing cyber-attacks and protecting their
systems and information.

Purpose:

To teach employees/individuals how to protect their organization’s assets, data, and
technological resources. Employees are the first in line to reduce the likelihood of
security incidents and breaches. By doing so, organizations can minimize the risk
of incidents and ultimately minimize their financial losses. Cybersecurity and
awareness training helps individuals understand the vital role they play in
protecting data at work or at home.

What Does it Cover:|

Cybersecurity training and awareness will cover three (3) modules. The first two

modules are standard, while the last module is organization specific.

1. Module One will introduce the individual to the cyber world with terminology
and types of cyber threats.

2. Module Tivo will discuss some safety tips to help business and individuals
safeguard their network(s) and computers.

3. Module Three have tests and activities that is catered to the organizations

authentication, etc.

How Long is the Training:

The training is done at the user’s own pace. It could take anywhere between 45
minutes to 2 hours — depending on how quickly the user understands the material.
It is recommended for an organization to continue cybersecurity training an
awareness at least once a year.




CYBER AWARENESS
TRAINING CURRICULUM

Owl Cyber Defense Systems

1T7993
IT Capstone Final Project
Dr. Xie

Author: Stephanie Aguirre

IT7993_Cyber-Awareness-Training-Design_OCDS « Saved Vv

Cyber Awareness Training Curriculum Client Offering

Date: February 21, 2024

Cybersecurity Awareness Training Curriculum (Design)

This will outline clear expectations, rules, and approach that our organization will use to
maintain the confidentiality, integrity, and availability of sensitive information obtained.

Protecting confidential data such as:

e Unreleased and classified information

e Customer, supplier, and shareholder information

e Patents and business processes

e New technology and software

e Employees’ passwords, tasks, and personal information
e Contracts and legal records for the organization

Organization’s use on device security:

e Keep all passwords and issued devices protected

e Secure company devices before leaving work area

e Obtain authorization from manager/supervisor before removing devices from organiza-
tion premise

e Regularly update devices with the latest patches and security software

Organization on transferring data:

e Employees should not transfer classified information to outside parties

saguin5@students kennesaw.edu e Only transfer classified data over the organization’s networks

e Any authorization needed must be obtained by manager/supervisor



Tools View

¢ Verify the recipient of the information always, and ensure that the security measures are
in place
e Immediately alert the IT department if any breaches or malicious software are found

Cybersecurity Training for employees

e Training helps minimize the risks that could potentially stem from user error. An organiza-
tion can have all the technology in the world, but no technology solution will help stop
all cyber-attacks if the end user is not prepared to help prevent it.

Cybersecurity response plan

Preparing for an incident, identifying incident and reporting it, containing it, eradication,
recovery, and learning from the incident:

e Preparation: prepare users for a potential attack/incident

e |dentifying: attempting to identify all details of the attack , and figure out why/how it
occurred and what it has impacted

e Containment: containing the attack that occurred to make sure it does not affect other
parts of the network and/or losing evidence of the attack.

e Eradication: eradicate the malware and patching any vulnerabilities

e Recovery: bringing the systems and networks back up and running — making sure it is
all running smoothly again.

e Learning from Incident: Think about how the attack was contained and handled, and
attempting to fix the gaps that caused the attack in the first place.

Legal Compliance

e HIPAA compliant: Compliance with the U.S. Health Insurance Portability and Account-
ability Act that requires companies and organizations that worth with protected
health information (PHI) to implement and follow physical and network security
measures.

IT7993_Cyber-Awareness-Training-Design_OCDS « Saved Vv

e Export Administration Regulation: regulates the export, reexport and transfer of mili-
tary items, commercial items, and purely commercial items without obvious military
use.

e PCl Security Standards: The global data security standard that is primarily adopted
and used by payment card brands that stores or transmits cardholder data and/or
sensitive data.

Consistently test run cybersecurity policy and IT security policy

e By consistently test running policies, it will inform the organization of the cyber risk
exposure and encourage them to address the identified issues to be able to improve
their security.



@ Develop & Test Cyber Awareness Training Client Offering

CYBERSECURITY

TRAINING

Owner: Stephanie Aguirre
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Develop & Test OCDS IT Security Planning Client Offering

Projects / KSU MSIT Capstone - Owl Cyber Defense Systems

Timeline 4% Givefeedback < share () Exp
Q @.@@.8 " Add people Status category v Epic v °% Viev

FEB MAR MAR MAR
25 26 27 28 29 1 2 3 4 5 6 7 8 9 10 1 12 13 14 15 16 17 18 19 20 21 22 2

Sprints 0CDS Sprint 2

OCDS-116 Develop IT Security Plan Template Based on Design  IN PROGRESS

OCDS-117 Create IT Security Plan Client Questionnaire IN PROGRESS

OCDS-153 Coordinate w Chris to incorporate form on website  IN PROGRESS

OCDS-118 Test IT Security Plan Form Process T0 DO

Complete/On Track



Complete & Test the Risk Assessment Plan Client Offering

Projects KSU MSIT Capstone - Owl Cyber De

Timeline

Q @RL 99’8 " Add people Status category v Epic v

Sprints OCDS Sprint 2

v B OCDS-52 Develop/Test Offering: Create Client Risk Assessment Plan

S€55-+12 Develop Risk Mngmnt Plan Template Based on Design DONE

)S-120 Create Risk Mngtmnt Client Questionnaire IN PROGRESS

)S-154 Coordinate with Chris to incorporate form on web... IN PROGRESS

©®© 6 6 6
0\S

)S-121 Test Client Risk Mngmnt Form Process TO DO

On Track — no risks



Develop & Test OCDS IT Security Planning Client Offering

Complete research on multiple aspects of an
appropriate detailed IT Information Security
Plan

Took the initial concept/design and
converted it into a 25-question IT
Cybersecurity Plan Questionnaire Form

Coordinated with the Webmaster to
incorporate the IT Security Plan Form on the
Website Client Service Offerings section

Tested form submission

Began work to build out an actual IT Security
Plan for a client

Owner: Scott Gilstrap

Process:

http://www.ocds.tech

Navigate to Products/Services Catalog

Introductory/About page available for the
Proprietary IT Security Planning client offering

* Whatis an IT Security Plan
* Benefits of a well written IT Security Plan
* How to get started

Click Get Started
Prompt to log in if not logged in already
Start 25-question questionnaire

Submit questionnaire upon completion.



http://www.ocds.tech/

Develop & Test OCDS IT Security Planning Client Offering

e https://forms.office.com/r/6jnRL8eX8j?origin=lprLink

OCDS IT Security Planning
Questionnaire

"psﬁ'

OCDS
IT Security Planning
Questionnaire

With a completed form the OCDS Security Team
will design a proprietary Information Security
Plan for your business.

Owner: Scott Gilstrap


https://forms.office.com/r/6jnRL8eX8j?origin=lprLink

Complete & Test the Risk Assessment Plan Client Offering

Issue: Research indicated the best option is
to incorporate the Risk Assessment into the
IT Security Plan.

This did not result in an impediment or a
risk. No change request was required.

Completed research on the various aspects
of an appropriate detailed Risk Assessment
and Management Plan.

Incorporated appropriate Risk Assessment
questions into the IT Security Planning tool.

Worked with the webmaster to design the IT
Security/Risk Assessment Form on the
OCDS website.

Began work to create an actual IT Security
Plan to include a Risk Assessment section.

Owner: Scott Gilstrap

Risk Assessment Questionnaire:

What are your company's most important IT assets?

What kind of data breach would have a major impact on your business?
o Malware, cyber attack, human error?
o Think effect on customer information.

Can all threat sources be identified?

What is the level of the potential impact of each identified threat?

What are the internal and external vulnerabilities?

What is the impact if those vulnerabilities are exploited?

What is the likelihood of exploitation?

What cyber attacks, cyber threats, or security incidents could impact
affect

the ability of the business to function?
What is the level of risk my organization is comfortable taking?

Next, determine remediation method for each Risk

Determine risks to reduce.
Determine the highest priority security risk hierarchy?

Reduce the risk in the most cost-effective way.




Epic: Develop & Test OCDS Al-enable Chatbot with Server
Hardening Client Offering

Epic: Develop & Test Server Hardening Tool Client Offering

Ryan LeBlanc & Justin Place



Develop & Test OCDS Al-enable Chatbot with Server
Hardening Client Offering

Projects / KSU MSIT Capstone - Owl Cyber Defense Systems
Timeline 4% Give fee

Q @.ﬂ@.a a’ Add people Status category v Epic v

£8 MAR MAR
25 | 26 27 28 29 2 3 4 5 6 7 3 9 10 | 1 12 13 14 15 (6 17

Sprints OCDS Sprint 2

©€B5-147 Implement server 2022 dataset con: &

©€B5-#45 Implement Dataset Win10 oone @ -]

©€B5-+45 Implement Server 2019 dataset oone @ -]

©€B5-148 implement RHELS dataset oone @ -]

©€85-+43 Implement Ubuntu dataset oone @ ——/—/ 7

Complete



Develop & Test Server Hardening Tool Client Offering

Projects / KSU MSIT Capstone - Owl Cyber Defense Systems
Timeline 4% Give feedback =< Share

Q @‘@@.8 " Add people Status category v Epic v

FEB MAR MAR MAR
26 27 28 29 1 2 3 4 5 6 7 8 9 10 1 12 13 14 15 16 17 18 19 20 21

Sprints OCDS Sprint 2

r _—

v B OCDS-53 Develop/Test Offering: Server Hardening Tool

—
OCDS-123 Write script for hardening content tool IN PROGRESS @)
OCDS-124 Write Bash script to check against Linux STIGs IN PROGRESs )
OCDS-175 Establish virtual domain to support ChatBot demo  INPROGRess @
OCDS-125 Test hardening content tool IN PROGRESS @)
OCDS-126 Write PowerShell script to scan window systems ... INPROGRess @
OCDS-171 Look into/research Ansible IN PROGRESS @)
OCDS-173 Create VMs to demo system hardening INPROGRESS @
©€B5122 Investigate Incorporating Server Scanning Capability to ... Done @

Complete/On Track



Develop & Test OCDS Al-enable Chatbot with Server
Hardening Client Offering

v . Chat

> C @ 127.0.0.1:28465/?_theme=dark

Developed and tested chatbot with datasets. )
; Chat with OCDS

Researched scripting for automated server e
scanning capability.

Started writing bash script to check Linux
STIGs.

Installed NVIDIA Chat with RTX and
configured to use previously created training
data for providing STIG information.

Implemented Server 2022, Windows 10,
RHELS, & Ubuntu datasets.

Investigated server Al scanning capabilities. L. T
COang u red OC DA C h atbot to be acceSS| b | e Chativyith OCDS response_quality depends on the Al model's accuracy and thé input dataset.Please verify in1p§rtarwt information.Ch.at with

. N . . OCDS is powered by RTX CHATBOT, Source code can be found here: https://github.com/NVIDIA/trt-llm-rag-windows&the chatbot installer
Ove r I n te rn et Wlth O Ut g OI n g th rO U g h g rad IO . can be found here: https://us.download.nvidia.com/RTX/ChatWithRTX _installer_3_5.zip

Implemented security controls.

Researched Ansible for system hardening.

OCDS Chatbot

Owner: Ryan LeBlanc & Justin Place



Develop & Test Server Hardening Tool Client Offering

Creating virtual domain environment (domain
controller, management server, windows 10
client created, and domain joined.

Created Ubuntu client and server.

Complete configuration of all Ubuntu, RHELS,
Windows 10, and Server 2019 & 2022 dataset
configurations.

Configured PowerShell and Bash scripts scan

the Windows systems against the NIST STIGs.

Configured VM environment for demo &
established virtualized domain infrastructure.

Management server connects to all systems on

domain.

Installed vulnerability scanner for identifying
vulnerabilities (Windows and Ubuntu) in which
the Al chat bot can be used for remediation.

Owner: Ryan LeBlanc & Justin Place

Provide STIGS to bitlocker windows operating systems

To provide STIGs (Security Testing Guidelines) for BitLocker on Windows operating systems, you can refer to the following STIGs:
1. SRG-0S-000185-GPOS-00079: This STIG provides guidance on using BitLocker for full disk encryption and pre-boot authentication. It also includes information on using an alternate
encryption application in lieu of BitLocker.
2. SRG-0S-000185-GPOS-00079-01: This STIG provides guidance on using BitLocker with a BitLocker PIN for pre-boot authentication. It also includes information on using an aftemnate

encryption application in lieu of BitLocker.
3. SRG-05-000185-GPOS-00079-02: This STIG provides guidance on using BitLocker network unlock in conjunction with a BitLocker PIN. It also includes information on using an alternate
encryption application in lieu of BitLocker.

These STIGs can be found in the Microsoft Security Compliance Manager (SCM) or in the Microsoft Security Compliance Manager Reporting Tool (SCMRT).
Reference files:
windows10.xml

STIG Reference examples




Develop & Test OCDS Al-enable Chatbot with Server
Hardening Client Offering

C:\Users\Ryan\AppData\Local\NVIDIA\ChatWithRTX\RAG\trt-lim-rag-windows-main\dataset
What came first, the chicken or the egg?

14, Double-chck on "Allow BitLocker to unlock the computer with a TPM, a password, and a PIN with a minimum length of six digits and a mimimum length of tour digits" and set it to

.DiSabled.. | apologize, ‘but the glven cor}text information does not provide any information related to the query "What came first, the chicken or the egg?". It appears to be a separate topic unrelated to
the context information provided.

15. Double-click on "Allow BitLocker to unlock the computer with a TPM, a password, and a PIN with a minimum length of six digits and a minimum length of four digits" and set it to fiﬁ?ﬁ:lﬁ
*Disabled".

16. Double-click on "Allow BitLocker to unlock the computer with a TPM, a password, and a PIN with a minimum length of six digits and a minimum length of four digits" and set it to
*Disabled".

17. Double-click on "Allow BitLocker to unlock the computer with a TPM, a password, and a PIN with a minimum length of six digits and a minimum length of four digits" and set it to
*Disabled".

18. Double-click on "Allow BitLocker to unlock the computer with a TPM, a password, and a PIN with a minimum length of six digits and a minimum length of four digits" and set it to
*Disabled".

19. Double-click on "Allow BitLocker to unlock the computer with a TPM, a password, and a PIN with a minimum length of six digits and a minimum length of four digits" and set it to
*Disabled".

20. Double-click on “Allow BitLocker to unlock the computer with a TPM, a password, and a PIN with a minimum length of six digits and a minimum length of four digits* and set it to
*Disabled".

21. Double-click on "Allow BitLocker to unlock the computer with a TPM, a password, and a PIN with a minimum length of six digits and a minimum length of four digits" and set it to

*Disabled",

22. Double-click on "Allow BitLocker to unlock the computer with a TPM, a password, and a PIN with a minimum length of six digits and a minimum length of four digits" and set it to
"Disabled".

23. Double-click on “Allow BitLocker to unlock the computer with a TPM, a password, and a PIN with a minimum length of six digits and a minimum length of four digits* and set it to
*Disabled".

24, Double-click on “Allow BitLocker to unlock the computer with a TPM, a password, and a PIN with a minimum length of six digits and a minimum length of four digits" and set it to

*Disabled".

AC Navhla alide an "Allau

Owner: Ryan LeBlanc & Justin Place
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= 1 My Computer
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] Rocky Forward Reload Q < > [JMatch Case []Whole Words 0of 0
= [} ocDS Domain
[ UbuServer
[» Us1
[ LinClient
[ WinClient

[» DC1

true A

m

Results: High Severity (CAT |)

Automated Checks

n. - Fail
1. - Fail

ption. - Fail
is. - Fail

e LM and NTLM. - Fail

and to ref

Manual Checks

Results: Medium Severity (CAT Il)

Automated Checks

stems. - Fail

1 unauthenticated a s on all systems. - Fail
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Library * /'3 My Computer [ ocbs Domain [» pct
= ] My Computer ~, DNS Manager
Q [FEEE File Action View Help
{[] Rocky
= [} ocDs Domain
{[}! UbuServer 2 EZNS Name
E ust ] dcl.ocds.domain ] _msdes
{[}* LinClient Forward Lookup Zones .jis\tes
{[3! WinClient _msdcs.ocds.domain jitc
([ ocds.domain -_—Ii ::
u
[ DC1 Reverse Lookup Zones -

:I DomainDnsZones

Trust Points
:I ForestDnsZones

Conditional Forwarders

[ ms1

[—l(same as parent folder)

[—l(same as parent folder)

[—l(same as parent folder)

[—ldc‘\
Flmst
HWHHOCliem
musW
[—lud

Windows PowerShell

PS C:\Users\ocds> hostname
MS1
PS C:\Users\ocds>

==/O§%EIE£

To direct input to this VM, move the mouse pointer inside or press Ctrl+G.

Copyright (C) Microsoft Corporation. All rights reserved.

*

L

T' WinClient F LinClient [ ust [ Ubus:

PS C:\Users\ocds> ping dcl

Ping statistics for 192.168.155.134:

Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = @ms, Average = Oms

Control-C

PS C:\Users\ocds> Enter-PSSession dcl

[de1]: PS C:\Users\OCDS\Documents> hostname

dcl

Start of Authority (SC [dc1]: PS C:\Users\OCDS\Documents>

Name Server (NS)

Host (A)

Host (A)

Host (A)

Host (A)

Host (A)

Host (A) ocds\ocds@192.168.155.138"'s password:

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/pro

System load: ©.06787109375 Processes:
Usage of /: 24.9% of 28.36GB  Users logged in:
Memory usage: 11% IPv4 address for

Swap usage: 0%

3 updates can be applied immediately.

See https://ubuntu.com/esm or run: sudo pro status

n or proxy settings

ocds@ocds.domain@usl: $ 1ls /
bin lib 1lib64
1ib32 1ibx32
ocds@ocds.domain@usl: $ hostnamectl
Static hostname: usl
Icon name: computer-vm
Chassis: vm
Machine ID: 1487allef57e4@d9ae23865e52e6c3fe
Boot ID: 4e64229f85e84862908cab763789c728
Virtualization: vmware
Operating System: Ubuntu 22.04.4 LTS
Kernel: Linux 5.15.0-100©-generic
Architecture: x86-64
Hardware Vendor: VMware, Inc.
Hardware Model: VMware Virtual Platform
ocds@ocds.domain@usl: $

» <@

Welcome to Ubuntu 22.84.4 LTS (GNU/Linux 5.15.0-100-

Enable ESM Apps to receive additional future security updates.

Last login: Sun Mar 17 22:48:42 2024 from 192.168.155.137

Pinging dcl.ocds.domain [192.168.155.134] with 32 bytes of data:
Reply from 192.168.155.134: bytes=32 time<ims TTL=128
Reply from 192.168.155.134: bytes=32 time<ims TTL=128

Packets: Sent = 2, Received = 2, Lost = @ (8% loss),

generic x86_64)

System information as of Sun Mar 17 18:49:46 PM UTC 2024

225
2]
ens33: 192.168.155.138

Expanded Security Maintenance for Applications is not enabled.

To see these additional updates run: apt list --upgradable

Failed to connect to https://changelogs.ubuntu.com/meta-release-lts. Check your Internet connectio

swap.img
sbin

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\ocds> ping winleclient

Pinging winleclient.ocds.domain [192.168.155.136] with 32 bytes of data:
Reply from 192.168.155.136: bytes=32 time<ims TTL=128
Reply from 192.168.155.136: bytes=32 time<ims TTL=128

Ping statistics for 192.168.155.136:

Packets: Sent = 2, Received = 2, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = @ms, Average = ©ms
Control-C
PS C:\Users\ocds> Enter-PSSession winl@client
[winleclient]: PS C:\Users\ocds.OCDS\Documents> hostname
WinlecClient
[winl@client]: PS C:\Users\ocds.OCDS\Documents>

Reply from 192.168.155.139: bytes=32 time<lms TTL=64

Ping statistics for 192.168.155.139:

Packets: Sent = 2, Received = 2, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 1ms, Average = ©ms
Control-C
PS C:\Users\ocds> ssh ocds\ocds@192.168.155.139

ECDSA key fingerprint is SHA256:Zj1dSdfG5PLyYv1lyuiUM7JInqtC4pSxotvcvZiehwnjA.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.155.139' (ECDSA) to the list of known hosts.
ocds\ocds@192.168.155.139"'s password:

Welcome to Ubuntu 22.84.4 LTS (GNU/Linux 6.5.0-25-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/pro

Expanded Security Maintenance for Applications is not enabled.

3 updates can be applied immediately.
To see these additional updates run: apt list --upgradable

lEnable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

Last login: Fri Mar 15 19:46:55 2024 from 192.168.155.137
ocds@ocds.domain@ucl: $ 1s /
bin lib 1ib64 swapfile
1ib32 1ibx32 sbin
ocds@ocds.domain@ucl: $ hostnamectl
Static hostname: ucl
Icon name: computer-vm
Chassis: vm
Machine ID: 3e3c5206b1d24718a408efa94d1c114b
Boot ID: ede42d8598784dcf8b72e3e497b489%eb
Virtualization: vmware
Operating System: Ubuntu 22.04.4 LTS
Kernel: Linux 6.5.0-25-generic
Architecture: x86-64
Hardware Vendor: VMware, Inc.
Hardware Model: VMware Virtual Platform
ocds@ocds.domain@ucl: $

The authenticity of host '192.168.155.139 (192.168.155.139)' can't be established.

ows Server 2019 Standard Evaluation
Windows License valid for 175 days
Build 17763.rs5_release.180914-1434
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Builtin
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Managed Service Accoun
Users

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\ocds> hostname

MS1
PS C:\Users\ocds>

@ O o e-&;;

To direct input to this VM, move the mouse pointer inside or press Ctrl+G.

[ WinClient [ LinClient [ ust [ Ubus

PS C:\Users\ocds> ping dcl

Pinging dcl.ocds.domain [192.168.155.134] with 32 bytes of data:
Reply from 192.168.155.134: bytes=32 time<ims TTL=128
Reply from 192.168.155.134: bytes=32 time<ims TTL=128

Ping statistics for 192.168.155.134:

Packets: Sent = 2, Received = 2, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = @ms, Average = Oms
Control-C

PS C:\Users\ocds> Enter-PSSession dcl
[de1]: PS C:\Users\OCDS\Documents> hostname
dcl

[dc1]: PS C:\Users\OCDS\Documents>

PS C:\Users\ocds> ping 192.168.155.138

Pinging 192.168.155.138 with 32 bytes of data:
Reply from 192.168.155.138: bytes=32 time<lms TTL=64
Reply from 192.168.155.138: bytes=32 time<ims TTL=64

Ping statistics for 192.168.155.138:

Packets: Sent = 2, Received = 2, Lost = © (8% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = @ms, Average = ©ms
Control-C
PS C:\Users\ocds> ssh ocds\ocds@192.168.155.138
ocds\ocds@192.168.155.138"'s password:
Welcome to Ubuntu 22.04.4 LTS (GNU/Linux 5.15.8-188-generic x86_64)

* Documentation:
* Management:
* Support:

https://help.ubuntu.com
https://landscape.canonical.com
https://ubuntu.com/pro

System information as of Sun Mar 17 10:49:46 PM UTC 2024

System load: ©.06787109375
Usage of /: 24.9% of 28.36GB
Memory usage: 11%

Swap usage: 0%

Processes: 225
Users logged in: ]

Expanded Security Maintenance for Applications is not enabled.

3 updates can be applied immediately.
To see these additional updates run: apt list --upgradable

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

Failed to connect to https://changelogs.ubuntu.com/meta-release-1lts.
n or proxy settings

Last login: Sun Mar 17 22:48:42 2024 from 192.168.155.137
ocds@ocds.domain@usl: $ 1ls /
bin lib lib64
1ib32 1ibx32
ocds@ocds.domain@usl: $

sbin

IPv4 address for ens33: 192.168.155.138

Check your Internet connectio

swap.img

- Share this window

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\ocds> ping winleclient

Pinging winleclient.ocds.domain [192.168.155.136] with 32 bytes of data:
Reply from 192.168.155.136: bytes=32 time<ims TTL=128
Reply from 192.168.155.136: bytes=32 time<ims TTL=128

Ping statistics for 192.168.155.136:

Packets: Sent = 2, Received = 2, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = @ms, Average = ©ms
Control-C
PS C:\Users\ocds> Enter-PSSession winl@client
[winleclient]: PS C:\Users\ocds.OCDS\Documents> hostname
WinlecClient
[winl@client]: PS C:\Users\ocds.OCDS\Documents>

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\ocds> ping 192.168.155.139

Pinging 192.168.155.139 with 32 bytes of data:
Reply from 192.168.155.139: bytes=32 time=1ms TTL=64
Reply from 192.168.155.139: bytes=32 time<ims TTL=64

Ping statistics for 192.168.155.139:

Packets: Sent = 2, Received = 2, Lost = © (8% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 1ms, Average = ©ms
Control-C
PS C:\Users\ocds> ssh ocds\ocds@192.168.155.139

The authenticity of host '192.168.155.139 (192.168.155.139)' can't be established.

ECDSA key fingerprint is SHA256:Zj1dSdfG5PLyYv1lyuiUM7JInqtC4pSxotvevZiWOhwnjA.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.155.139' (ECDSA) to the list of known hosts.
ocds\ocds@192.168.155.139"'s password:

Welcome to Ubuntu 22.84.4 LTS (GNU/Linux 6.5.8-25-generic x86_64)

* Documentation:
* Management:
* Support:

https://help.ubuntu.com
https://landscape.canonical.com
https://ubuntu.com/pro

Expanded Security Maintenance for Applications is not enabled.

3 updates can be applied immediately.
To see these additional updates run: apt list --upgradable

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

Last login: Fri Mar 15 19:46:55 2024 from 192.168.155.137
ocds@ocds.domain@ucl: $ 1s /
bin lib libe4
1ib32 1ibx32
ocds@ocds .domain@ucl: $

swapfile
sbin

- g x

ows Server 2019 Standard Evaluation
Windows License valid for 175 days
Build 17763.rs5_release.180914-1434
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Score | System Information | Content Information | Results | Detailed Results
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Score
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- O Comp]la?]cé Status
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SCAP Benchmark - NIWC Enhanced with Manual Questions
SCAP Compliance Checker - 5.8
r 2019 Standard Evaluation
Score | System Information | Content Information | Results | Detailed Results
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File Edit View VM Tabs Help

Library X I My

= [ My Computer
["] powerstig
[] Rocky Status Finished Pending
= [} ocDS Domain
[ UbuServer
[» Us1 Host
[ LinClient Joc1
[ WinClient ms1
I ] WIN1OCLIENT
[ DC1

Hosts

Status Finished Pending

Local System Name
68.155.138 us1
[ 192.168.155.13 uc1

~ | Sessions

Home Share View

- v > This PC > Local Disk (C:) > Users > ocds > SCC > Sessions >
Name Date modified
v Quick access

B Deskiop 2024-03-15_164930

2024-03-15_165409
2024-03-15_175027
2024-03-15_175901
& Pictures 2024-03-15_180334

System32 2024-03-15_180649
2024-03-15_180908
2024-03-15_181436
i DVD Drive (D) SSS_Xt 2024-03-15_182747
2024-03-15_184301
2024-03-17_155623
2024-03-17_160319
2024-03-17_160356
2024-03-17_160654
2024-03-17_160850

scanSessions

¥ Downloads

= Documents

4 This PC

¥ Network

16 items

0

To direct input to this VM, move the mouse pointer inside or press Ctrl+G.

Scanning Finished:

0s Status

Microsoft Windows Se... Standard Evaluation Finished
Microsoft Windows Se... Standard Evaluation Finished
Microsoft Windows 10 Education Finished

Scanning Finished

0s Status

Ubuntu 22 amd64 Finished
Ubuntu 22 amd64 Finished

Message

Finished - Results: 7 Logs: 1
Finished - Results: 7 Logs: 1
Finished - Results: 7 Logs: 1

Message

Finished - No Applicable Content
Finished - No Applicable Content

Results

Results

A Ty dy

4:10 PM
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File Edit View VM Tabs Help

i X
Library I My 0
|:| Sessions: 6 Files: 162 Total Size (MB): 128.3

= [ My Computer

[] powerstig Q
01 Rocky
= [ ] 0cDs Domain | EEEEEEIS

I[! UbuServer

Scan Session Status Directory Files Size (MB) Hosts Content Errors Warnings Ave % Max % Min %
E U_S1 n 2024-03-17_160319 C:/Users/ocds/SCC/Sessions/2024-03-17_160319/ 27 30.83 3 2 0 3 4297 47.47 37.22
1E UGS 2024-03-17_155623 *new*  Ci/Usersiocds/SCCISessions/2024-03-17_155623/ 9 10.43 1 0 1 47.47 47.47 47.47
[ WinClient 2024-03-15_182747 *new * C:/Userslocds/SCC/Sessions/2024-03-15_182747/ 9 10.04 1 1 0 1 37.22 37.22 37.22
g! 2024-03-15_180334 *new* C:/Users/ocds/SCC/Sessions/2024-03-15_180334/ 18 20.79 2 1 0 2 4584 47 47 4421
[ DC1 2024-03-15_175901 *new* C:/Users/ocds/SCC/Sessions/2024-03-15_175901/ 18 20.79 2 1 0 2 4584 4747 4421
2024-03-15_175027 *new* C:/Users/ocds/SCC/Sessions/2024-03-15_175027/ 81 35.42 3 6 0 8 36.02 75 0
Results Reports XML  Checklist Logs
HostName Content Score Errors Warnings Report Type Format  Filename Size (MB)
DC1 Windows_Server_2019_STIG 47.47 0 1 All Settings HTML  Results/SCAP/DC1_SCC-5.8_2024-03-17_160319_All-Settings_Windows_Server_2019_STIG-2.4.4.html 1.89
MS1 Windows_Server_2019_STIG 4421 0 1 Non-Compliance HTML  Results/SCAP/DC1_SCC-5.8_2024-03-17_160319_No...ompliance_Windows_Server_2019_STIG-2.4.4 html 0.76
WIN10CLIENT MS_Windows_10_STIG 37.22 0 1
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To direct input to this VM, move the mouse pointer inside or press Ctrl+G.
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Develop & Test the Advanced Firewall, SIEM, & Log
Analyzer Client Offering

A% Give feedback L9

Q @RL 33.8 ® Add people Status category v Epic v

Sprints OCDS Sprint 2
v B OCDS-56 Develop/Test Offering: Advanced Firewall, SIEM, and Log Analyzer
3 Create VM for SEIM pone @
Perform initial SEIM configuration pone @
€EB5135 Configure switch SPAN port for SEIM monitoring pone @
OCDS-161 Confirm SEIM operation and collect initial data IN PROGRESS @

Complete/On Track



Plan & Design the Advanced Firewall, SIEM, & Log Analyzer
Client Offering

Configured Security Onion VM and open source oo & [m e o ] -
SEIM network & security monitoring tool for . r— = S -
client offering.

Visited data center to connect demo SEIM
server to SPAN port for data collection

* Identified issue with SEIM server that may
require reinstallation of software.

Researched options for more hosting
capabilities.

Configured a detailed design for the OCDS
Advanced Firewall, SIEM & Log Analyzer

Tested end to end monitoring

Chris Dunbar



© Develop & Test the Advanced Firewall, SIEM, & Log
Analyzer Client Offering

[ XON ) =51 | & security Onion - Dashboards - X =+ v
<« (@] 2 @ O & httpsy/10.10.1.219/#/dashboards?q=* | groupby -sankey event.dataset event.c 67% am Y 0 9 HE=

Security @nion
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Overview
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Dashboards
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Grid Group Metrics

Downloads Fetch Limit

Administration o v Y FiterResults

Kibana

Elastic Fleet
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InfluxDB o eveiog
CyberChef “Missing

Playbook

Navigator

I elasticsearch.server

= slastic-agent filebeat
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e

utheRIESTon

event.dataset @ eventmodule @
system.sysiog system
elasticsearch.server elasticsearch
elastic_agent filebeat ¢ elastic_agent
elastic_agent kratos
elastic_agent fleet_server zeek
kratos.access

Rows per page: 15015
system.auth
elastic_agent.osquerybeat

Version: 2.4.50 ) 2024 Security Onion Solutions, LLC

Owner: Chris Dunbar
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Sprint 2 Person-hour Time Trac ing (Real-time Jira project export)

Person-hours cdited  save ~

- B o Share M e

KSU MSIT Capstone - Owl Cy v Type: All ¥ Status: All v Assignee: All v + More Contains text m Switch to JQL
Sprint: OCDS Sprint 2 v &
1-50 of 64 'S C
T Sprint Summary Assignee Status Due ¥ Original estimate Time Spent Updated
B4 OCDS sprint 2 Upload all documentation to D2L Scott Gilstrap IN PROGRESS 1 hour 24/Mar,
2 OCDS Sprint 2 Veri all documentation for upload Scott Gilstrap DONE 3 hours 2 hours 24/Mar/24
4 OCDS sprint 2 Test Client Risk Mngmnt Form Process Scott Gilstrap DONE 2 hours 2 hours
B2 OCDS sprint 2 Test Each Training Module Stephanie Aguirre DONE 5 hours 5 hours
4 OCDS Sprint 2 Implement Ubuntu dataset Ryan LeBlanc DONE 2 hours 2 hours
4 OCDS sprint 2 Test IT Security Plan Form Process Scott Gilstrap DONE 3 hours 3 hours
4 OocCDS Sprint 2 Coordinate with Chris to incorporate form on website Scott Gilstrap DONE 21/Mar/24 3 hours 3 hours
4 OCDS Sprint 2 Coordinate w Chris to incorporate form on website Scott Gilstrap DONE 5 hours 5 hours
4 OcCDS sprint 2 implement RHELS dataset Ryan LeBlanc DONE 5 hours 2 hours
B3 OcCDS sprint 2 Make Milestone 2 Presentation to Sponsor/instructor Scott Gilstrap DONE 1 hour 1 hour
B4 OCDs sprint 2 Create Training Content Based on Curriculum Stephanie Aguirre DONE 1d hours 2 hours, 35 minutes
B4 OCDS sprint 2 Implement Server 2019 dataset Ryan LeBlanc DONE 5 hours 2 hours
4 OCDS Sprint 2 Prepare all documentation for Milestone 2 Presentation Scott Gilstrap DONE 3 hours 3 hours
B2 OCDS sprint 2 reate Milestone 2 PPT Presentation Scott Gilstrap DONE 5 hours 5 hours
4 OCDS Sprint 2 Confirm SEIM operation and collect initial data Chris Dunbar DONE 5 hours 5 hours
4 OCDS Sprint 2 Publish/Upload Company Business Plan Scott Gilstrap DONE 15 minutes 15 minutes
4 OCDS Sprint 2 Create VMs to demo system hardening Justin Place DONE 5 hours 4 hours, 30 minutes 19/Mar/24
B2 OcCDS sprint 2 Begin updating placeholder text with real content Chris Dunbar DONE 5 hours Mar/24
B4 OCDS Sprint 2 Coordinate w Chris to incorporate links on website Stephanie Aguirre DONE 5 hours 5 hours Mar/24




Person-hours Automated Report: 25Feb-02Mar24

Sprint OCDS Sprint 2 o Sprint OCDS Sprint 2 >
Issue Type Task X Issue Type Task >
Week of 25Feb-2Mar24 x Week of 25Feb-2Mar24 il
Updated (All) - oloizizn (All) X
Row Labels v | Sum of Time Spent Calc Row Labels ~ | Sum of Time Spent Calc
+ Chris Dunbar 16 S Chris Dunbar 16
+ Justin Place 5 Complete configuration of SEIM 3
® Ryan LeBlanc 5 Initial company website launch 3
4 Scott Gilstrap 12 Research & Select Firewall 4
5 Stephanie Aguirre 3 Research & Select Log Analyzer 3
Grand Total a1 Research & Select SIEM 3
= Justin Place 5

Test hardening content tool 2

Write script for hardening content tool 3

-IRyan LeBlanc 5

Implement Ubuntu dataset 1

Investigate Incorporating Server Scanning Capability to Produce Vuln Report 2

Write Bash script to check against Linux STIGs 1

Write PowerShell script to scan window systems against STIG & show results 1

-l Scott Gilstrap 12

Complete Business Goals 2

Complete Business Strategy 2

Complete Company Mission Statement 3

Complete Company Vision Statement 2.5

Develop IT Security Plan Template Based on Design 1

Sprint 2 Project Management 1.5

-IStephanie Aguirre 3

Complete IT Policy List 3

Grand Total 41

Sprint-2 | Week-1



Person-hours Automated Report: 03-09Mar24

Sprint OCDS Sprint 2 X Sprint OCDS Sprint 2 -
Issue Type Task = g Issue Type Task >
Week of 03-09Mar24 x Week of 03-09Mar24 ’
Updated (All) . Updated (Al -
Row Labels ~  Sum of Time Spent Calc

Row Labels ¥ | Sum of Time Spent Calc ~ Chris Dunbar 6.0
+ Chris Dunbar 6.0 Complete configuration of SEIM 1.0

+ Justin Place 6.5 Initial project website launch 1.0

+ Ryan LeBlanc 5.0 Configure Company Website 2.0

+ Scott Gilstrap 10.7 Security Onion SIEM VM - fix interfaces 1.0

+ Stephanie Aguirre 6.0 Research/investigate hosting possibilities 1.0

Grand Total 34.2 S Justin Place 6.5
Write script for hardening content tool 2.0

Create VMs to demo system hardening 2.5

Establish virtual domain to support ChatBot demo 2.0

—-IRyan LeBlanc 5.0

Implement Dataset Win10 1.0

Implement Server 2019 dataset 2.0

Implement server 2022 dataset 2.0

-1 Scott Gilstrap 10.7

Complete IT Goals 1.4

Complete IT Strategy 1.3

Complete Product Offering Catalogue 1.4

Complete Target Market Definition 1.4

Coordinate w Stephanie incorporate IT Policies in Business Plan 0.8

Coordinate w Stephanie to incorporate legal structure in Business Plan 0.8

Create IT Security Plan Client Questionnaire 1.4

Project Management 2.2

-1 Stephanie Aguirre 6.0

Complete/Publish Legal Structure for the Business 3.0

Complete/Publish list of IT Security Policies 3.0

Grand Total 34.2

Sprint-2 | Week-2



Person-hours Automated Report: 10-16Mar24

Sprint
Issue Type
Week of
Updated

Row Labels v
+ Chris Dunbar
+ Justin Place
+/Ryan LeBlanc
+ Scott Gilstrap
+ Stephanie Aguirre
Grand Total

OCDS Sprint 2 X
Task x
10-16Mar2024 X
(All) v

Sum of Time Spent Calc
8.0

6.0

10.0

9.9

5.0

38.9

Sprint OCDS Sprint 2 ol
Issue Type Task X
Week of 10-16Mar2024 ol
Updated (All) M
Row Labels v | Sum of Time Spent Calc
= Chris Dunbar 8.0
Configure switch SPAN port for SEIM monitoring 4.0
Create Products catalog section on website 4.0
—Justin Place 6.0
Test hardening content tool 2.0
Write script for hardening content tool 2.0
Look into/research Ansible 2.0
-IRyan LeBlanc 10.0
implement RHELS8 dataset 1.0
Implement Ubuntu dataset 2.0
Investigate Incorporating Server Scanning Capability to Produce Vuln Report 5.0
Write Bash script to check against Linux STIGs 1.0
Write PowerShell script to scan windows systems against STIG & show results 1.0
-IScott Gilstrap 9.9
Complete Product Offering Cost Model 2.0
Develop Risk Mngmnt Plan Template Based on Design 2.9
Review & Complete Business Plan Document 4.0
Ensure Milestone 2 presentation is scheduled 1.0
-IStephanie Aguirre 5.0
Complete Development of Curriculum 2.0
Complete/Publish List of Cybersecurity Policies 2.0
Coordinate w Chris to incorporate links on website 1.0
Grand Total 38.9

Sprint-2 | Week-3



Person-hours Automated Report: 17-23Mar24

Sprint OCDS Sprint 2 Y Sprint OCDS Sprint 2 T

Issue Type Task T

Issue Type Task ul Week of 17-23Mar24 r

Week of 17-23Mar24 X Updated (All) -
Updated (All) v

Row Labels ~  Sum of Time Spent Calc

) — Chris Dunbar | 10.3

Row Labels * Sum of Tﬂ\e Spent Calc Confirm SEIM operation and collect initial data 4.2

+ Chris Dunbar 10.3 Begin updating placeholder text with real content 2.2

+ Justin Place 10.8 Create Products catalog section on website 3.9

+ Ryan LeBlanc 10.0 = Justin Place . 10.8

Test hardening content tool 3.3

+ Scott Gilstrap 10.7 Write script for hardening content tool 4.4

+ Stephanie Aguirre 9.4 Create VMs to demo system hardening 3.0

Grand Total 51.2 = Ryan LeBlanc 10.0

Implement Dataset Win10 1.0

implement RHELS8 dataset 2.0

Implement Server 2019 dataset 2.0

Implement server 2022 dataset 2.0

Implement Ubuntu dataset 1.0

Write PowerShell script to scan windows systems against STIG & show results 2.0

= Scott Gilstrap 10.7

Coordinate w Chris to incorporate form on website 1.0

Coordinate w Chris to incorporate Product Catalogue & Cost on website 1.0

Coordinate with Chris to incorporate form on website 1.0

Review & Complete Business Plan Document 1.0

Test IT Security Plan Form Process 1.1

Test Client Risk Mngmnt Form Process 1.4

Make Milestone 2 Presentation to Sponsor/Instructor 1.0

Upload all documentation to D2L 0.0

Verify all documentation for upload 1.3

Prepare all documentation for Milestone 2 Presentation 1.0

Create Milestone 2 PPT Presentation 1.0

—IStephanie Aguirre 9.4

Coordinate w Chris to incorporate links on website 3.3

Create Training Content Based on Curriculum 3.1

Test Each Training Module 3.1

Grand Total 51.2

Sprint-2 | Week-4



Sprint 2 Person-hour Time Tracking (Team Totals)

Sprint OCDS Sprint2 |7
Chris Dunbar Week of (All) -
Justin Place Sum of Time Spent Calc Column Labels | ~
Row Labels v | Chris Dunbar Justin Place Ryan LeBlanc Scott Gilstrap Stephanie Aguirre Grand Total
Ryan LeBlanc Begin updating placeholder text with real content 2.2 2.2
. Complete Business Goals 2.5 2.5
SCOtt GIIStrap Complete Business Model 3.5 3.5
Stephanie Aguirre Complete Business Stra'\te'gy 2.5 2.5
Complete Company Mission Statement 2.0 2.0
Complete Company Vision Statement 2.5 2.5
Complete Development of Curriculum 3.0 3.0
Complete IT Goals 2.0 2.0
Complete IT Policy List 3.0 3.0
Complete IT Strategy 2.0 2.0
Complete Product Offering Catalogue 2.0 2.0
Test hardening content tool 3.3 3.3
Test IT Security Plan Form Process 1.1 1.1
Upload all documentation to D2L 0.0 0.0
Verify all documentation for upload 1.3 1.3
Write Bash script to check against Linux STIGs 5.0 5.0
Write PowerShell script to scan windows systems against STIG & show results 2.0 2.0
Write script for hardening content tool 4.4 4.4
Grand Total 30.8 23.8 20.0 51.5 25.0 151.0



Recap/Review



Sprint 2 Project Experience

Accomplishments
Everyone became more familiar with Jira project management software
Got the Chatbot working across the network as opposed to just locally
Successful scanning and producing a STIG related resultant set
Automated team member time-tracking using Jira

Challenges
It is still challenging to work together so closely with such a demanding project, but this team continues to pull it off
Creating a stand-alone Risk Assessment Plan — ended up incorporating with IT Security Plan
Proper network connectivity at the data center — a couple of physical trips and a software reinstall fixed this challenge
Establishing an appropriate work/school/life balance
Writing the scripts to run against the STIGs

Lessons Learned

Stay ahead of the curve by maintaining the weekly updates
Consistent communications via MS Teams can produce good daily/weekly Scrum input
Automate as much as possible

Opportunities for Improvement

Better time management to complete tasks with less stress
Team Lead to make contact each morning




 Complete & Publish OCDS Business

Plan
. Cor_nplete & Publish OCDS Company
Milestone 2 Policies
. . * Publish the OCDS Company and Project
Goals & Objectives Websites

» Develop & Test the Cyber Awareness
Training Curriculum Client Offering

: * Develop & Test the Proprietary IT
Sp"nt 2 Security Plan Client Offering
Feb 26 — Mar 24, 2024 * Develop & Test the Risk Management

Plan Client Offering

» Develop & Test the OCDS Al-enabled
Chatbot with Hardening Content

» Develop & Test the OCDS Server
Hardening Tool Client Offering

* Develop & Test the Advanced Firewall,
SEIM, and Log Analyzer Client Offering



Next Phase: Sprint 3



Milestone 3
Goals & Objectives

Sprint 3
Mar 25 — Apr 21, 2024

Sprint 2 Review & Retrospective and

Sprint 3 Planning Meeting scheduled for
February 25, 2024

Sprint 3 Potential Goals & Objectives
Review finalized Deliverables
Business Plan
Company Policies
Project & Company website

Client Offerings

e Cyber Awareness Training
Curriculum

e IT Security Planning & Risk
Assessment

e Al-enable Server Hardening Tool
* Adv F/W, SIEM, & Log Analyzer



Thank You!



