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What Will Be Covered in
This Presentation?

Team Introduction
Sprint 1 Milestone Progress Summary
Sprint 1 Milestone Goals and Objectives

WBS: Timeline / Gantt Chart view of all
Sprint 1 Epics and Tasks showing
assignee and progress

Sprint 1 weekly scrum updates

Sprint 1 Task Discussions with empirical
evidence/artifacts

Time Tracking: Team and individual effort
via person-hour burn-up pivot tables /
charts / graphs

Sprint 1 Recap/Review to include Project
Experience
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Sprint 1 Milestone Progress Summary



Sprint 1 Milestone Progress One-Slide Dashboard

GTG Leadership
Target Key Issues & . 5
Epic / Objective Health g Progress vy Action Assistance
Date Risks
Plan Requested
Plan & Design OCDS Business Plan e 09-Feb-24 | ° Completed successful design of OCDS Business Plan after NA NA NA
researching multiple options/possibilities.
- . - « Complete. Used actual data center infrastructure as host systems.
Build-out Website Infrastructure e 03-Feb-24 | Built and configured VMs using VMware and configured firewall. NA NA NA
. . e « In Progress. On Track. Installed all server packages and encryption
Plan & Design the OCDS Company Website e T-Feb-24 certificates. Created web page templates using team input. NA NA NA
Plan, Design & Publish draft of Project - « Complete. Configured proper web template using requirements
Website e 25-Feb-24 document for project folders and content NA NA NA
. . . - « Completed the list of IT Policies for the OCDS Business Plan.
Plan & Design the OCDS IT Policies e 17-Feb-24 | Coordinated with Scott to preparation incorporation into the plan. NA NA NA
Plan & Design the IT Security Planning Client el « Complete. Compared multiple cybersecurity plan options.
Offering e 06-Feb-24 | Designed the baseline for IT cybersecurity planning tool. NA NA NA
Plan & Design the Risk Management e 16-Feb-24 | ° Complete. Based on the design of the OCDS cybersecurity planning NA NA NA
Planning Client Offering tool created a form design to develop proprietary risk mgmt. plan
Plan & Design the Cyber Awareness Training e « Complete. Created employee cybersecurity educational curriculum.
Client Offering e 14-Feb-24 | | Listed certs & skills required and designed a training plan NA NA NA
Plan & Design the Al-enabled Server e 18-Feb-2s | ° Complete. Designed website layout, researched NIST 800-53 & Al NA NA NA
Hardening Client Offering toolsets. Configured dataset. Trained Al. Improved design accuracy.
Plan & Design the Advanced Firewall, SIEM, & e 16-Feb-24 | ° Complete. Researched multiple firewalls & selected pfSense. NA NA NA
Log Analysis Client Offering + Selected SecurityOnion to by the SIEM & Log Analyzer.

. On-Hold/ Not
[ LEGEND 0 Complete e On Track @ At Risk o Delayed - Started]




Sprint 1 Milestone Progress Summary

Projects KSU MSIT Capstone - Owl Cyber Defense Systems

Timeline

Sprint 1 is on target for successful
completion and submission by Feb 25, 2024 . QDB & oo v o~

All tasks have been completed and/or
addressed in a timely manner to be on track

Sprints 0CD... OCDS Sprint 1

Weekly Scrum meetings were conducted, e — 4
and updates Were Iogged appropriately > B3 OCDS-1 Plan & Design Company Business Plan

> B S€B5=%% Build-out Website Infrastructure DONE
Project workload has been distributed evenly e — -
with each team contributing appropriately

> B OCDS-76 Plan, Design & Publish Project Website

There have been no riSkS, issues nor > B OCDS-13 Plan & Design the OCDS Company IT Policies
im ped i ments to |Og/traCk > B OCDS-14 Plan & Design Product Offering: IT Security Planning

> B OCDS-15 Plan & Design Product Offering: Risk Management Planning

No change requests were required

> B OCDS-16 Plan & Design Product Offering: Cyber Awareness Training
Details add ressed i n fol IOWi ng Sl ides > B OCDS-17 Plan & Design Product Offering: Al-enabled Server Hardening & Network ...
> ] OCDS-20 Plan & Design Product Offering: Advanced Firewall, SIEM, & Log Analyzer

> B OCDS-25 Milestone 1: Planning & Designs Complete




Sprint 1 Goals & Objectives



Milestone 1
Goals & Objectives

Sprint 1
Jan 25 — Feb 25, 2024

Plan & Design the OCDS Business Plan
Build-out Website Infrastructure

Plan & Design the OCDS Company
Website

Plan, Design & Publish draft of Project
Website

Plan & Design the OCDS IT Policies

Plan & Design the IT Security Planning
Client Offering

Plan & Design the Risk Management
Planning Client Offering

Plan & Design the Cyber Awareness
Training Client Offering

Plan & Design the Al-enabled Server
Hardening Client Offering

Plan & Design the Advanced Firewall,
SIEM, & Log Analysis Client Offering



Work Breakdown Structure



Overall WBS Epic Timeline for Sprint 1 Milestones

Projects / KSU MSIT Capstone - Owl Cyber Defense Systems
Timeline

4
Q @’@allﬂ.j - Status category v Epic ~v

JAN FEB
Sprints oCD... | OCDS Sprint 1
> ©SEB5=24 Submit Initial Project Plan DONE
> OCDS-1 Plan & Design Company Business Plan
> ©SE€EB5=1% Build-out Website Infrastructure DONE
> OCDS-106 Plan & Design the OCDS Company Website

v
+]

v
+]

v
+]

v
+]

v
(+]

v
+]

v
+]

v
+]

OCDS-76 Plan, Design & Publish Project Website

OCDS-13 Plan & Design the OCDS Company IT Policies

OCDS-14 Plan & Design Product Offering: IT Security Planning

OCDS-15 Plan & Design Product Offering: Risk Management Planning

OCDS-16 Plan & Design Product Offering: Cyber Awareness Training

OCDS-17 Plan & Design Product Offering: Al-enabled Server Hardening & Network ...

OCDS-20 Plan & Design Product Offering: Advanced Firewall, SIEM, & Log Analyzer

OCDS-25 Milestone 1: Planning & Designs Complete ml

Complete



Plan & Design the OCDS Business Plan

Sprints

> SEBS=24 Submit Initial Project Plan

v OCDS-1 Plan & Design Company Business Plan

SE€B5=2 Company Mission & Vision

©€B5-8 Establish Target Market

©€B5-3 Business Strategy

©€D54 IT Strategy

©€B5=5 Business Goals

6€856 IT Goals

SEBS5=F Designate List of Appropriate IT Policies
SE€B5-62 Create legal structure for business
SEB5=12 Design the Company Business Model
SEB5-9 Design Product Offering Catalogue

SEB5=16 Design Offerings Cost Model

DONE

DONE

DONE

DONE

DONE

DONE

DONE

DONE

DONE

DONE

DONE

24

JAN

26

27

28

29

30

31

FEB

5 6 7

OCDS Sprint 1

FEB

10

1

Complete




Build Out Website Infrastructure

FEB
25 30 31 1 2 3 -
Sprints
> S€B85=24 Submit Initial Project Plan DONE
> &4 OCDS-1 Plan & Design Company Business Plan
v 6€D85=tt Build Out Website Infrastructure DONE -
6€B545 Obtain domain name DONE @ )
6€B5-39 Build web server VM DONE @ \
S€B85-68 Create DNS zone file DONE @ \
N
6€B546 Configure firewall for public access to... DONE @ S~
- — f

Complete



Plan & Design a Draft of the OCDS Company Website

EB FEB FEB

Sprints OCDS Sprint 1

Pl n e

SEBS5=24 Submit Initial Project Plan DONE

> B OCDS-1 Plan & Design Company Business Plan

T Build-out Website Infrastructure DONE )

v|E] OCDS-106 Plan & Design a Draft of the OCDS Company Website Q

3 Install and configure web server packages DONE
L4 SEBS5S=4T Install server certificate with Let's Encrypt DONE

Ld SEB5=42 Poll team on website requirements DONE

Select and deploy website template DONE

<<
© 6 6 606

B4 OCDS-44 Create required sections and pages IN PROGRESS

> B OCDS-76 Plan, Design & Publish a Draft of Project Website

In Progress & On Target to be Completed in Sprint 1 — requirements expanded as needs were discussed with team.



Plan, Design & Publish a Draft of the Project Website

FEB

Sprints

> 6€B5-24 Submit Initial Project Plan DONE

> OCDS-1 Plan & Design Company Business Plan

SCB5=t1 Build-out Website Infrastructure DONE

> OCDS-106 Plan & Design a Draft of the OCDS Company Website

OCDS-76 Plan, Design & Publish a Draft of Project Website

a'~—'\—

~
L

¥5=7F Provide Requirements Document DONE

¥5=96 Verify Infrastructure Build Out DONE

© 6 6 6

1 ©€B5-78 Create site contents/folders DONE
SEB5-79 Publish a Draft of website DONE C

> OCDS-13 Plan & Design the OCDS Company IT Policies

Complete



@ Plan & Design the OCDS Company IT Policies

N FEB
26 27 28 29 30 31 1 2 3 - 5 6

w

Sprints OCDS Sprint "

> Bl SEBS5=24 Submit Initial Project Plan DONE

> OCDS-1 Plan & Design Company Business Plan

> SEB5=11 Build-out Website Infrastructure DONE

> OCDS-106 Plan & Design a Draft of the OCDS Company Website :

> OCDS-76 Plan, Design & Publish a Draft of Project Website

©€B5-58 Research/Create list of IT Policies poNne @

©€B5-60 Research/Create Cybersecurity Policies poNne @ & »,
©€B5-86 Incorporate IT Policy Design into Business Plan Design poNne @ @
> &l SEBS=# Plan & Design Product Offering: IT Security Planning DONE

Complete



Plan & Design the IT Security Planning Client Offering

FEB FE
28 29 30 31 1 2 3 4 5 6 7 8

Sprints OCDS Sprint 1

> SEB5=24 Submit Initial Project Plan DONE

> SE€B5=1% Build-out Website Infrastructure DONE :

> OCDS-106 Plan & Design the OCDS Company Website

> OCDS-76 Plan, Design & Publish Project Website

> OCDS-13 Plan & Design the OCDS Company IT Policies

v OCDS-14 Plan & Design Product Offering: IT Security Planning

©€B5-8% Research IT Security Plan Methodolog... DONE €

©€B5=682 IT SP Planning Based on Research DONE @

©€B5-83 Design OCDS IT SP Product Offering ... DONE €

v

OCDS-15 Plan & Design Product Offering: Risk Management Pl...

Complete



@® Plan & Design Cyber Awareness Training Client Offering

Sprints

> ©€B5=24 Submit Initial Project Plan

> OCDS-1 Plan & Design Company Business Plan

> SEB5=11 Build-out Website Infrastructure

v

OCDS-106 Plan & Design the OCDS Company Website

> OCDS-76 Plan, Design & Publish Project Website

v
a

v
a

v
a

DONE

OCDS-13 Plan & Design the OCDS Company IT Policies

OCDS-14 Plan & Design Product Offering: IT Security Planning

OCDS-15 Plan & Design Product Offering: Risk Management Pl...

FEB FEB

OCDS Sprint 1

<
a

SEB5=64 Create employee education related to...
SE€B5=65 List certifications and/or skill set need...
SEB5=66 Design/Create Cybersecurity Awarene...

SEB5=67 Complete Design of Cybersecurity Aw...

DONE

DONE

DONE

DONE

OCDS-16 Plan & Design Product Offering: Cyber Awareness Tra...

> OCDS-17 Plan & Design Product Offering: Al-enabled Server H...

Complete



Plan & Design the Risk Management Plan Client Offering

FEB FEB FEB
28 29 30 3N 1 2 3 4 5 6 7 8 9 10 1N 12 13 14 15 16 A7 18
Sprints OCDS Sprint 1
> Rl ©€B524 Submit Initial Project Plan DONE
> 6€B5=1% Build-out Website Infrastructure DONE
( |

> OCDS-106 Plan & Design the OCDS Company Website

— ‘
> OCDS-76 Plan, Design & Publish Project Website +

v

OCDS-13 Plan & Design the OCDS Company IT Policies _
OCDS-14 Plan & Design Product Offering: IT Security Planning

OCDS-15 Plan & Design Product Offering: Risk Management Pl...

v

<

©€DS5=84 Research IT Risk Management Planning DONE @
©€85-85 Conduct OCDS Planning Based on Re... DONE @

6€B5-86 Design OCDS IT Risk Mgmnt Product ... DONE @)

> OCDS-16 Plan & Design Product Offering: Cyber Awareness Tra...

Complete




@

Plan & Design the Al-enable Server Client Offering

FEB FEB FEB
26 27 28 29 30 31 1 2 B 4 5 6 7 8 9 10 1 12 13 14 15 16 17 18 19

Sprints OCDS Sprint 1

> ©EB5=14 Plan & Design Product Offering: IT Security Planning DONE _

> OCDS-15 Plan & Design Product Offering: Risk Management Planning

I

v OCDS-17 Plan & Design Product Offering: Al-enabled Server Hardening & Network ...
SEB5-69 Plan/Design Layout on Website DONE @
S€EB5-78 Plan/Design Webpage DoNE @ ﬁ
©ED5-67 Research NIST 800-53 Family Standards DONE @ ]
©EB5-71 Research Al Toolset DONE @
©€B5-89 Plan Al Training DONE @
SEB5=156 Implement Al Training DONE @
©€B5-72 Research datasets DONE @
©€B5-73 Plan Data Configuration DONE @
©€DS5-68 Plan Dataset Configuration DONE @
S€B5-15 Improve Dataset Performance DONE @

> OCDS-20 Plan & Design Product Offering: Advanced Firewall, SIEM, & Log Analyzer

Complete



Plan & Design the Advanced Firewall, SIEM, & Log

Analyzer Client Offering

Sprints

> &4 OCDS-106 Plan & Design the OCDS Company Website

> OCDS-76 Plan, Design & Publish Project Website

> OCDS-13 Plan & Design the OCDS Company IT Policies

> S€B5-% Plan & Design Product Offering: IT Security Planning DONE

> OCDS-15 Plan & Design Product Offering: Risk Management Planning

> OCDS-16 Plan & Design Product Offering: Cyber Awareness Training

> OCDS-17 Plan & Design Product Offering: Al-enabled Server Hardening & Network ...

OCDS Sprint 1

v OCDS-20 Plan & Design Product Offering: Advanced Firewall, SIEM, & Log Analyzer

SEB5=110 Research & Select Firewall DONE
SEB5=1++1+ Research & Select SIEM DONE
SEB5=112 Research & Select Log Analyzer DONE

> OCDS-25 Milestone 1: Planning & Designs Complete

Complete



Weekly Scrum Updates



Project - Owl Cyber Defense Systems Data as of: 01/21/24

Project Manager Project Objective | Start Date | End Date Schedule Budget Resource
Scott Gilstrap Design and establish a first-class cybersecurity company 01/16/24 05/05/24
offerlng world-class AI-en?ble proprietary cybgr ® o Py P P
protections to meet today’s robust cybersecurity
requirements at a reasonable cost to the client. ,
Key Accomplishments/Activities Next Steps Key Milestones | Start Date | End Date % Complete
v' Created/Submitted Project Proposal v Obtain Project Proposal Approval Planning & De§igns 01/19/24 01/25/24 50%
v Template for Project created in Jira v Complete Project planning via Jira Complete (Sprint 0)
v Researched IT Policies & cyber awareness training ¥ Submit and obtain Project Plan documentation Planning & Desiens 01/26/24 02/18/24 -y
v Researched company and project website infrastructure v Continue research and start planning & designing 8 'S °
required v Business Plan Complete (Sprint 1)
. . v IT Policies A
v" Purchased company website domain name (ocds.tech) v Cyber Awareness Training Curriculum Development & Testing 02/19/24 03/17/24 0%
v" Researched Al coding v Website structure Complete (Sprint 2)
¥ Al coding for network analysis and hardening Business Plan & Products 03/18/24 04/21/24 0%
Released to Production
(Sprint 3)
Key Risks/Issues

Issue(s) Description M|t|gat|on [ Action Plan

| Risk(s) Description | Mitigation / Action Plan

o " " " -—_

Week of 14-20 Jan 2024

Complete OnTrack AtRisk Delayed OnHold Not Started Cancelled

[e ek X X& a]




Project - Owl Cyber Defense Systems Data as of: 01/28/24

Project Manager Project Objective | Start Date | End Date Schedule Budget Resource
Scott Gilstrap Design and establish a first-class cybersecurity company 01/16/24 05/05/24

offerlng world-class AI-en?ble proprietary cybgr o o o o o

protections to meet today’s robust cybersecurity

requirements at a reasonable cost to the client. ,
Key Accomplishments/Activities Next Steps Key Milestones ‘ Start Date ‘ End Date % Complete
v Acquired Instructure project approval to move forward ¥ Research Business and IT Planning Planning & Designs 01/19/24 01/25/24 100%
v' Conducted Kickoff Meeting V" Vision, Strategies, Goals Complete (Sprint 0)
v Designated Team Lead / Project Manager ¥ Plan/Design company IT Policy structure Planning & Desiens 01/26/ 24 02/18/ 24 15%
v Conducted Sprint 0 Retrospective -no issues v" Plan/Design gllent product cyber awareness videos Com letge (5 ringc 1 °

. - . . . v Research Business legal structures p p
¥ Conducted Stprlnt 1.Plann|n.g Meet!ng - Planning & Design v" Plan/Design company’s product offering catalogue and .
v Completed Jira project entries (Epics, Tasks, Reports) target market Development & Testing 02/19/24 03/17/24 0%
:; Researche? spgcififc policbie§ fqrfCompany IT Eol.ilcdy List v Research appropriate Business Models Complete (Sprint 2)
Capacity planning for website infrastructure bui v" Build out website infrastructure . o
v" Researched Al-enable data sets for NIST 800-53 v Design company & project websites ﬁufmesz If(’lag &dPrci[(:.Iucts 03/18/24 04/21/24 0%
v" Created OCDS company logo v Continue research into Al coding for product offerings (Sep‘:i?_ie?’) 0 Froduction
Key Risks/Issues

Issue(s) Description M|t|gat|on [ Action Plan

| Risk(s) Description | Mitigation / Action Plan

o " " " -—_

Week of 21-27 Jan 2024

Complete OnTrack AtRisk Delayed OnHold Not Started Cancelled

[e ek X X& a]




Project - Owl Cyber Defense Systems Data as of: 02/04/24

Project Manager Project Objective | Start Date | End Date Schedule Budget Resource
Scott Gilstrap Design and establish a first-class cybersecurity company 01/16/24 05/05/24
offering world-class Al-enable proprietary cyber Py o Py Py o

protections to meet today’s robust cybersecurity
requirements at a reasonable cost to the client.

Key Accomplishments/Activities Next Steps Key Milestones ‘ Start Date ‘ End Date % Complete

v Completed Sprint 0 & started Sprint 1 v Milestone 3 & associated Project Plan task assignments. Planning & De§igns 01/19/24 01/25/24 100%

v' Began research on OCDS Business Plan. v" Design OCDS Business & IT Goals & Objectives. Complete (Sprint 0)

v Completed initial desien of OCDS IT Policies & legal v Al application research & create initial Al environment. . .

v Begaﬁz website infrastrgucture and server build ougts v Create initial data set & train w/ Win10 STIGs. Elanmlntg 8((SDe'SlgcnS 126z o2lsl 2%

iy . . . v' Refine training dataset to improve Al responses. omplete (5prin

v . e

g Iqltlated IZ::INS clopfllguratio?s for both OCDS \é\lebSIteS v Convert full STIG checklists to JSON for Al training. Devel { & Testi 02/19/24 03/17/24 0%
Dl.sc.overe multiple tools for Al B,Ot researc v" Design cybersecurity resources list & awareness training. evelopment & Tes Ing °

¥ Initiated NIST STIG server hardening research v Incorporate OCDS IT policy design w/ Business Plan. Complete (Sprint 2)

v Began research to identified tools, methods, & datasets v Static HTML site generator package research. Business Plan & Products 03/18/24 04/21/24 0%
to create & train Al chat bot v" Select website templates & created initial website pages. Released to Production

v v Research open-source security packages to support Zero uctio

Researched applicable types of Al applications (Sprint 3)

Trust Security client offerings & Al server hardening
Key Risks/Issues

| Risk(s) Description | Mitigation / Action Plan Issue(s) Description M|t|gat|on | Action Plan

o " " " -—_

Week of 28 Jan - 03 Feb 2024

[e ek X X& c]

Complete OnTrack AtRisk Delayed OnHold Not Started Cancelled




Project - Owl Cyber Defense Systems Data as of: 02/11/24

Project Manager Project Objective | Start Date | End Date Schedule Budget Resource
Scott Gilstrap Design and establish a first-class cybersecurity company 01/16/24 05/05/24
offerlng world-class AI-en?ble proprietary cybgr o o o o o
protections to meet today’s robust cybersecurity
requirements at a reasonable cost to the client. ,
Key Accomplishments/Activities Next Steps Key Milestones ‘ Start Date ‘ End Date % Complete
v Completed planning for the overall Business Plan Design v Focus on the company’s product catalogue & cost model Planning & Designs 01/19/24 01/25/24 100%
v Established the employee cybersecurity resource list v Plan d‘/ESign of client Offt_erli(ngs... i Complete (Sprint 0)
v Completed early stages of Cybersecurity Awareness IT Securing & Risk Management Planning . .
Trainﬁng client gffer?ng y y v Make final decision on website templates & themes Planning & De§|gns 01/26/24 02/18/24 75%
. . v Publish initial draft of company website Complete (Sprint 1)
v Decided on Hugo as HTML website generator and created : f :
o . . v" Design Capstone project website Devel t & Testi 02/19/24 03/17/24 0%
initial development website - polled team on site content v Complete research on open-source security packages to evelopment & Testing A
v" Completed research on Al language models and support the Zero Trust Security offering Complete (Sprint 2)
implemented baseline dataset for Al learning v Implement multiple responses from the Chatbot by . o
v Designed Al Chatbot based on JSON increasing Al data set & implement openAl API ﬁ”f'"esz ':lag r& dProt‘?'”;ts 03/18/24 04/21/24 0%
v Convert JSON items to intents for Al training and increase eleased to Froductio
the dat set. (Sprint 3)
Key Risks/Issues

Issue(s) Description M|t|gat|on [ Action Plan

| Risk(s) Description | Mitigation / Action Plan

o " " " -—_

Week of 04-10 Feb 2024

[e ek X X& a]

Complete OnTrack AtRisk Delayed OnHold Not Started Cancelled




Project - Owl Cyber Defense Systems Data as of: 02/18/24

Project Manager End Date Schedule Budget Resource

Project Objective | Start Date

Scott Gilstrap Design and establish a first-class cybersecurity company 01/16/24 05/05/24
offering world-class Al-enable proprietary cyber
protections to meet today’s robust cybersecurity
requirements at a reasonable cost to the client.

Key Accomplishments/Activities Next Steps Key Milestones Start Date End Date % Complete

v Installed Hugo site generator and dependent packages Final decision website templates & themes selection Planning & De§igns 01/19/24 01/25/24 100%
v' Created initial development website using site generator / Publish draft of company website / start Project website Complete (Sprint 0)

- H v Conclude research into open-source security packages to ; ;

v Researched open source security packages to support pen- ; y packag Planning & Designs 01/26/24 02/18/24 95%

our Zero Trust Security offerings support our Zero Trust Security offerings Complete (Sprint D

. v Implement multiple responses from bot

j Researched Al on Lanﬁuage models and algorithms / increase data set with other 0S l ' py oy ”

Implement code to take dataset qnd learn . v Implement OpenAl API to assist if answer not in dataset Development & Testing 02/19/24 03/17/24 0%
j \svr.eaated Cha'fjbot to ansvx]/cgr questions balseddon learning v Modify intents to get better results from chatbot Complete (Sprint 2)

indows 10 dataset configuration complete v Research NVDIA RAG . o
v Formatted dataset to be ingested by learning model v Investigate adding OpenAl to chatbot to increase Eufmezz I:Lagri‘dpr;?:;ts 03/18/24 04/21/24 0%
v Adjusted batch sizes & epochs for better accuracy results functionality cleas u
v Created intents for Al training v' Complete Risk Assessment client offering design (Sprint 3)
v Worked patterns for better Al bot conversation accuracy ¥ Conduct adjustments to the Security Planning client
v Linux checklist in JSON format & added to training model . I"ffer'”g d:'fh“e final OCDS IT Policies into the Business
o e e . . . . ncorpora

¥ Completed mlf“al Security Pla"!"f‘g client offer[ng Plan & complete the design of Cyber Awareness Training
v" Completed adjustments to the initial OCDS Business Plan client offering

No Key Risks/Issues to log

Week of 11-17 Feb 2024

[o ek X X& a]

Complete OnTrack AtRisk Delayed OnHold Not Started Cancelled




Sprint 1 Task Discussions



Plan & Design the OCDS Business Plan

1T7993_Business-Plan_Design OCDS v2.5.24 « Last Modified: Sat at 12:10 PM v

Conducted multiple hours of research into
multiple different Business Plan designs DS BusinessPlan

Date: February 08, 2024

Planned out and created the design for the
. Table of Contents
OCDS Company BUS|neSS Plan Business Plan

Executive Summary

e Mission & Vision

Company & Business Description

Product & Services Line

* Business Strategies & Goals Market Al
. arketing Plan
 IT Strategies & Goals T

Sales Plan

Legal Notes

 Company IT Policies R
* Business Model BUSINESS PLAN bopendi

Owl Cyber Defense Systems

* Product Offering Catalogue
* Co St M O d e I information for readers. Typically, this brief executive summary includes:

Uploaded design to the OCDS MS Teams

© The Company History and Leadership Model

CO I I a b O rati O n S i te © An Overview of Competitive Advantage(s)

Project Lead: Scott Gilstrap © Financial Projections
s —,

Executive Summary

17993
IT Capstone FinalPoject [Provide a one-two page overview of the business and highlight the most crucial pieces of

® Company Goals

Deliverable artifact attached and included in o n sk rom Ptenil vestors]
the appendix

Scott Gilstrap



Build-out Website Infrastructure

Completed research of different virtualization

infrastructure hosting services

VMWare vSphere

Microsoft Azure Virtual Machines
Citrix Hypervisor

Red Hat Virtualization

Oracle VM VirtualBox

Made informed decision to use VMWare

Conducted capacity planning for website
infrastructure build

Completed server infrastructure build out of
backend hosting middleware and web

servers

VMWare summary for web server VM using
OpenBSD 7.4

Chris Dunbar

& 1T7993-01 02 @

Summary Monitor  Configure

LAUNCH WEB CONSOLE

LAUNCH REMOTE CONSOLE @

VM Hardware

Related Objects
Host
Networks

Storage

Guest OS:
Compatibility:
VMware Tools:

DNS Name:
IP Addresses:
Host:

I

10.10.1.56
& vmMpMmzot

8 vMDpMzO1

¢ ACTIONS

Permissions Datastores Networks Snapshots

FreeBSD Pre-11 versions (32-bit)

ESXi 7.0 U2 and later (VM version 19)

Running, version:2147483647 (Guest Managed)
MORE INFO

it7993-01.earthsside.colo

10.11.12.151

10.10.1.56

v Notes
Edit Notes...
A
Custom Attributes

Attribute

Updates

Value

SWITCH TO NEW VIEW

]

EE

(

CPU USAGE

O Hz

MEMORY USAGE

81 MB

STORAGE USAGE
1.24 GB




Plan & Design the OCDS Company & Project Website (1 of 3)

Purchased company website domain name e B = @ e
(ocds.tech) CIT) et (ovimpmic )

Completed DNS configurations for both
OCDS websites

Used Hugo as HTML website generator to o S div class-o-grid oep-2
create initial development website il e e . KL ST i N W e Y, TS

<h1>{{ .Params.heading }}</hl>
<p>{{ .Content }}</p>

Polled team on site content v @ aveorss « ena 1

3 hscard- {{ with .Params.btn2 »}
{{ if and .text .url }}
<butt pe="button” href="{{ .url }}" class="btn btn-1g bt tline-secondary px-4">{{ .text }

Completed draft of the OCDS company -
website as well as the project website .

1 pb-3">{{ .Params.cardsTitle }}</h2>

{{ range .Paroams.cards }}

Chris Dunbar



Plan & Design the OCDS Company & Project Website (2 of 3)

eoe [ < & 6 10.11.12.151 e (@) © O + O e®oe M) < @ Ay 10.11.12.151 e (@] © Mt + O

OCDS Home Team Members Company

Owl Cyber Defense Systems

Lorem ipsum dolor sit amet consectetur adipisicing elit. Corrupti
dolores, facilis ad temporibus cupiditate, architecto saepe autem ex,
tempore consectetur optio vitae ratione nemo dignissimos voluptate
excepturi esse iusto eaque magnam perspiciatis. Accusamus explicabo
quia accusantium nihil, facere inventore temporibus sit quos odio,
ipsam velit laudantium expedita, deserunt libero nesciunt.

IT7993 Capstone Project 4

Lorem ipsum dolor sit amet consectetur adipisicing elit. Corrupti
dolores, facilis ad temporibus cupiditate, architecto saepe autem ex,
tempore consectetur optio vitae ratione nemo dignissimos voluptate
excepturi esse iusto eaque magnam perspiciatis. Accusamus explicabo
quia accusantium nihil, facere inventore temporibus sit quos odio,
ipsam velit laudantium expedita, deserunt libero nesciunt.

Our Services

Project Assets

Project Plan OCDS Business Plan OCDS Product Offerings
Cybersecurity Consulting Security Assessments Red Team Services Lorem ipsum dolor sit amet, consectetur Lorem ipsum dolor sit amet, consectetur Lorem ipsum dolor sit amet, consectetur
. = : . . = adipisicing elit. Architecto modi placeat adipisicing elit. Architecto modi placeat adipisicing elit. Architecto modi placeat
Lorem ipsum dolor sit amet, consectetur Lorem ipsum dolor sit amet, consectetur Lorem ipsum dolor sit amet, consectetur R c R R R R
W = - - om e - - " N . B " corrupti tempora quod quidem corrupti tempora quod quidem corrupti tempora quod quidem
adipisicing elit. Architecto modi placeat adipisicing elit. Architecto modi placeat adipisicing elit. Architecto modi placeat N R N . N R R N R R R R N R N
. e . A . = praesentium impedit. Rem, sapiente eius? praesentium impedit. Rem, sapiente eius? praesentium impedit. Rem, sapiente eius?
corrupti tempora quod quidem corrupti tempora quod quidem corrupti tempora quod quidem

raesentium impedit. Rem, sapiente eius? raesentium impedit. Rem, sapiente eius? raesentium impedit. Rem, sapiente eius? .

Copyright ® 2024 IT 7993 Project 4
Copyright © 2024 IT 7993 Project 4

Chris Dunbar



Plan & Design the OCDS Company & Project Website (3 of 3)

® cdunbar — ssh cdunbar@10.11.12.53 — 80x26
DNS zone file b ; Defines the default Time To Live in seconds
Completed DNS configurations for both SOA  nsl.dunbar.net. hostmaster.dunbar.net. (
. 2024020101
OCDS websites 3600
3600
e https://ocds.tech 604800

* https://project.ocds.tech 3600 )

Start Of Authority

: Name Servers authoritative for this domain

IN NS nsl.dunbar.net.

[ )
nsl.dunabr.net IN NS ns2.dunbar.net.
« hostmaster.dunabr.net IN NS ns3.dunbar.net.

: Mail Servers

Name Servers
e nsl.dunabr.net ; IN MX 10 mail-example.ocds.tech.
* ns2.dunabr.net ; Public Addresses

* ns3.dunbar.net 38.110.15.77
www 38.110.15.77
Public IP project 38.110.15.77

e 38.110.15.77 ’

Chris Dunbar


https://ocds.tech/
https://project.ocds.tech/

Plan & Design the OCDS Company IT Policies

Researched various sites and companies for
IT Policy concepts and ideas

Researched specific policies for Company IT
Policy List and narrowed down potential
policies to use as OCDS IT Policies

Completed initial design of OCDS IT Policies

Converted design into a Word document for
presentation and record keeping

Stephanie Aguirre

Tools  View cybersecurity_policies - Read-Only « Saved to this PC v a = o

Cybersecurity Policies

This will outline clear expectations, rules, and approach that our organization will use to
maintain the confidentiality, integrity, and availability of sensitive information obtained.

Protecting confidential data such as:
¢ Unreleased and classified information

o Customer, supplier, and shareholder information

o Patents and business processes

o New technology and software

o Employees’ passwords, tasks, and personal information
o Contracts and legal records for the organization

Organization's use on device security:
o Keep all passwords and issued devices protected
 Secure company devices before leaving work area
 Obtain authorization from manager/supervisor before removing devices from organiza-
tion premise
 Regularly update devices with the latest patches and security software

Organization on transferring data:
o Employees should not transfer classified information to outside parties
o Only transfer classified data over the organization’s networks
¢ Any authorization needed must be obtained by manager/supervisor
o Verify the recipient of the information always, and ensure that the security measures are
in place
o Immediately alert the IT department if any breaches or malicious software are found

Cybersecurity Training for employees
o Training helps minimize the risks that could potentially stem from user error. An organiza-
tion can have all the technology in the world, but no technology solution will help stop
all cyber-attacks if the end user is not prepared to help prevent it.

Cybersecurity response plan

Preparing for an incident, identifying incident and reporting it, containing it, eradication,
recovery, and learning from the incident:
o Preparation: prepare users for a potential attack/incident
o |dentifying: attempting to identify all details of the attack , and figure out why/how it
occurred and what it has impacted
* Containment: containing the attack that occurred to make sure it does not affect other
parts of the network and/or losing evidence of the attack.
o Eradication: eradicate the malware and patching any vulnerabilities
® Recovery: bringing the systems and networks back up and running — making sure it is
all running smoothly again.
o Learning from Incident: Think about how the attack was contained and handled, and
attempting to fix the gaps that caused the attack in the first place.

Legal Compliance

© HIPAA compliant: Compliance with the U.S. Health Insurance Portability and Account-
ability Act that requires companies and organizations that worth with protected
health information (PHI) to implement and follow physical and network security
measures.

o Export Administration Regulation: regulates the export, reexport and transfer of mili-
tary items, commercial items, and purely commercial items without obvious military
use.

® PCl Security Standards: The global data security standard that is primarily adopted
and used by payment card brands that stores or transmits cardholder data and/or
sensitive data.

Consistently test run cybersecurity policy and IT security policy
® By consistently test running policies, it will inform the organization of the cyber risk
exposure and encourage them to address the identified issues to be able to improve
their security.




Plan & Design the IT Security Planning Client Offering

Tools View 1T7993_Information-Security-Plan_Design_OCDS v2.17.24 « Saved v

Researched various aspects of an DO [T Cybersecurity Plan

appropriate detailed IT Cybersecurity Plan Date:February 17,2024

Designed an initial concept of an IT ﬁacbygffs?:.ﬁoygffms

Cybersecu rlty Plan Executive Summary
Benefits of a Good Information Security Plan

Converted conceptional design into a client Custe e T
Offering to eStainSh a Client’s proprietary IT Evaluate Security Risks, Threats, and Vulnerabilities

Identify Current Protective Measures

Cybe rseCU rity P | a n Conduct a Cyber Risk Analysis
Conduct Risk Assessment

Prepared the design for conversion into a TR Manage and ClasifyData Asets
testable format Determine Regulatory Standards
Owl Cyber Defense Systems Develop a Compliance Plan

Conve rted the desig n into a WO rd docu ment r(liret'ite D;s:;stelr Rtec;very] and Incident Management Plans
. . rain and Evaluate Employees
for presentation and record keeping

Appendix

Scott Gilstrap



Plan & Design the Risk Management Plan Client Offering

Tools  View 1T7993_Risk-Management&Asessment-Plan_Design_OCDS « Saved v

Researched various aspects of an ‘ Cybersecurity Risk Management Plan
appropriate detailed Risk Assessment and Date:February 20, 2024
Management Plan Table of Contents
. . . Cybersecurity Risk Management Plan
Designed an initial concept of a Risk Bxecutive Summary
Assess m e nt a n d M a n ag e m e nt P I a n Benefits of a Good Information Security Risk Management Plan

Create a Security Team
Evaluate Security Risks, Threats, and Vulnerabilities

Converted conceptional design into a client o
offering to establish a client’s proprietary Whats yber isk?
Risk Assessment and Management Plan CYBERSECURITY RISK Whatis »Cyber sk Assessment?

Why Perform a Cyber Risk Assessment?

Prepared the design for Conversion into a MANAGEMENT PLAN Who Should Perform a Cyber Risk Assessment?

testa ble fo rm at Owl Cyber Defense Systems How to Perform a Cyber Risk Assessment

Identify Threats in Your Ecosystem

Appendix

Converted the design into a Word document
for presentation and record keepng 7

Project Lead: Scott Gilstrap
rgilstra @students kennesaw.edu

Scott Gilstrap



Plan & Design Cybersecurity Awareness Training Offering

Research various sites and business for
ideas to design an IT Cybersecurity
Awareness Training curriculum and policies

Established the employee cybersecurity
resource list

Completed early stages of Cybersecurity
Awareness Training client offering

Converted the Cybersecurity Awareness
Training into a Word document showing
Cybersecurity Polices for presentation and
project record keeping

Stephanie Aguirre

cybersecurity_policies - Read-Only « Last Modified: 19m ago v

Cybersecurity Policies

This will outline clear exy ions, rules, and approach that our organization will use to
maintain the confidentiality, integrity, and availability of sensitive information obtained.

Protecting confidential data such as:
o Unreleased and classified information
o Customer, supplier, and shareholder information
o Patents and business processes
» New technology and software
o Employees’ passwords, tasks, and personal information
o Contracts and legal records for the organization

Organization’s use on device security:
o Keep all passwords and issued devices protected
o Secure company devices before leaving work area
o Obtain authorization from manager/supervisor before removing devices from organiza-
tion premise
o Regularly update devices with the latest patches and security software

Organization on transferring data:
* Employees should not transfer classified information to outside parties
o Only transfer classified data over the organization’s networks
o Any authorization needed must be obtained by manager/supervisor
o Verify the recipient of the information always, and ensure that the security measures are
in place
o Immediately alert the IT department if any breaches or malicious software are found

Cybersecurity Training for employees
o Training helps minimize the risks that could potentially stem from user error. An organiza-
tion can have all the technology in the world, but no technology solution will help stop
all cyber-attacks if the end user is not prepared to help prevent it.

Cybersecurity response plan

Preparing for an incident, identifying incident and reporting it, containing it, eradication,
recovery, and learning from the incident:
o Preparation: prepare users for a potential attack/incident
o |dentifying: attempting to identify all details of the attack , and figure out why/how it
occurred and what it has impacted
» Containment: containing the attack that occurred to make sure it does not affect other
parts of the network and/or losing evidence of the attack.
o Eradication: eradicate the malware and patching any vulnerabilities
 Recovery: bringing the systems and networks back up and running — making sure it is
all running smoothly again.
o Learning from Incident: Think about how the attack was contained and handled, and
attempting to fix the gaps that caused the attack in the first place.

Legal Compliance

© HIPAA compliant: Compliance with the U.S. Health Insurance Portability and Account-
ability Act that requires companies and organizations that worth with protected
health information (PHI) to implement and follow physical and network security
measures.

o Export Administration Regulation: regulates the export, reexport and transfer of mili-
tary items, commercial items, and purely commercial items without obvious military
use.

 PCI Security Standards: The global data security standard that is primarily adopted
and used by payment card brands that stores or transmits cardholder data and/or
sensitive data.

Consistently test run cybersecurity policy and IT security policy
By consistently test running policies, it will inform the organization of the cyber risk
exposure and encourage them to address the identified issues to be able to improve
their security.




Plan & Design the Al-enable Server Client Offering (1 of 3)

Researched the concept of Al coding

Researched Al-enable data sets for the
NIST 800-53 family

Discovered multiple tools for Al Bot research
NIST STIG server hardening research

Researched identified tools, methods, &
datasets to create & train Al chat bot

Researched applicable types of Al
applications

Researched Al language models and
implemented baseline dataset for Al learning

Designed Al Chatbot based on JSON

Researched Al on Language models and
algorithms

Ryan LeBlanc & Justin Place

on(input_file, output_file):

(input_file, ) as file:
input_data = json.load(file)

formatted_data = {"intents*: []}

for

format_json(

item in input_datal["intents®]:
intent = {
: item[*"vulnID"~],

tt : [item["RuleID"], item[*VulnIC

: [item["FixText=]]
formatted_datal["intents~].append(intent)

(output_file, ) as output_file:

formatted_json = json.dumps(formatted_data,

output_file.writelines(formatted_json)

], ditem["RuleTit

, output_file)




Plan & Design the Al-enable Server Client Offering (2 of 3)

from stig_parser import convert_stig, generate_stig_json
Implement code to take dataset and learn ' ST10-] | g, ¢

Created Chatbot to answer questions based
on learning

Windows 10 dataset configuration
completed

jgbn_vesults = convert_stig(’.

generate_stig_json(json_results,

Formatted dataset to be ingested by learning
model

Adjusted batch sizes & epochs for better
accuracy results

Created intents for Al training

Worked patterns for better Al bot
conversation accuracy

Linux checklist in JSON format & added to
training model

Ryan LeBlanc & Justin Place



Plan & Design the Al-enable Server Client Offering (3 of 3)

Cpuvn
37/37 4ms/step : - accuracy:
Epoch

37/37 4ms/step : . accuracy:
Epoch

37/37 4ms/step : . accuracy:
Epoch

37/37 4ms/step z . accuracy:
Epoch

T, 4ms/step z . accuracy:
Epoch 15066/30000

S (== 4ms/step - - accuracy:
Epoch 15067/36000

37/37 4ms/step : . accuracy:
Epoch

37/37 4ms/step : . accuracy:
Epoch

37/37 4ms/step : . accuracy:
Epoch

37/37 4ms/step : .985 accuracy:
Epoch

A7 et 4ms/step : . accuracy:
Epoch

37/37 4ms/step : . accuracy:
Epoch

A7 ate 4ms/step s . accuracy:
Epoch

37/37 4ms/step : . accuracy:
Epoch

37/37 4ms/step 2 e accuracy:
Epoch

37/37 4ms/step 8 ale accuracy:
Epoch

37/37 4ms/step 8 ale accuracy:
Epoch

37/37 4ms/step : - accuracy:

Ryan LeBlanc & Justin Place




Plan & Design the Advanced Firewall, SIEM, & Log Analyzer
Client Offering

Researched open-source security packages to support
our Zero Trust Security offerings

® 53 | & security Onion - Dashboards - X =+ o

Dt
(@]
[«
(0]
[

<~ © a2 @ O PA https://10.10.1.219/#/dashboards?g=* | groupby -sankey event.dataset event.c 67%

Planned out an initial design for the OCDS Advanced =
Firewall, SIEM & Log Analyzer

Security Onion SIEM dashboard (Elasticsearch)

Security @nion

Basic Metrics
Overview

A Alrts

Cases
. PCAP
pfSense firewall dashboard .
Group Metrics
Downloads
« « = i ceenbib sttt * e Administration
< (&) 2 @ O & httpsi//10.10. 67% ® L © ©H B a =z

isense +

Kibana
Status / Dashboard 2+ e
System Inform Traffic Graphs X Elestichicst
Name WAN @) @wan (o
o Osquery Manager
system
InfluxDB system.syslog
— v o S —— .
CyberChef “Missing
e — asze - serc0

Playbook
LAN_MGMT ®lanim  @ian @

Navigator

I elasticsearch.server

-

cPU Type

cosm —
count @&
14,760 system.sysi
4,474 elasticsearch.server elasticsearch

elastic_agent filebeat elastic_agent

VM_LAN_O1
elastic_agent 96 kratos
elastic_agent fleet_server

kratos.access
Rows per page:

VM_LAN_02

Moa o L O

Chris Dunbar

Version: 2.4.50

system.auth
elastic_agent.osquerybeat

LC

License: ELv2




Sprint 1 Time Tracking



Sprint 1 Person-hour Time Tracking (Real-time Jira project export)

Person-hours

KSU MSIT Capstone - Owl Cyb... ¥

Edited Save v  Details

Type: All v Status: All v Assignee: All v + More

Sprint: OCDS Sprint 1 v [ >}

1-50 of 54 ‘=

T  Sprint

OCDS Sprint

@ OCDS Sprint

4 OCDS Sprint

4 OCDS Sprint

4 OCDS Sprint

4 OCDS Sprint

4 OCDS Sprint

4 OCDS Sprint

4 OCDS Sprint

@ OCDS Sprint

4 OCDS Sprint

4 OCDS Sprint

4 OCDS Sprint

4 OCDS Sprint

4 OCDS Sprint

3 OCDS Sprint

4 OCDS Sprint

4 OCDS Sprint

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

Summary

Obtain domain name

Build web server VM

Company Mission & Vision

Plan/Design Layout on Website
Research/Create list of IT Policies

Business Strategy

Plan/Design Webpage

Create DNS zone file

IT Strategy

Research IT Security Plan Methodologies
Research/Create Cybersecurity Policies

Create employee education related to cybersecurity (i.e. cybersecurity resources)
Create legal structure for business

Configure firewall for public access to website
Designate List of Appropriate IT Policies
Business Goals

Research Al Toolset

IT SP Planning Based on Research

Contains text

Assignee

Chris Dunbar
Chris Dunbar
Scott Gilstrap
Chris Dunbar
Stephanie Aguirre
Scott Gilstrap
Chris Dunbar
Chris Dunbar
Scott Gilstrap
Scott Gilstrap
Stephanie Aguirre
Stephanie Aguirre
Stephanie Aguirre
Chris Dunbar
Stephanie Aguirre
Scott Gilstrap
Justin Place

Scott Gilstrap

Status

DONE

DONE

DONE

TO DO

DONE

DONE

TO DO

DONE

DONE

DONE

DONE

DONE

DONE

DONE

DONE

DONE

IN PROGRESS

DONE

Due *

27/Jan/24

27/Jan/24

27/)an/24

29/Jan/24

29/)

29/)Jan/24

31/)Jan/24

01/Feb/24

01/Feb/24

02/Feb/24

02/Feb/24

02/Feb/24

02/Feb/24

02/Feb/24

03/Feb/24

03/Feb/24

Original estimate

1 hour

3 hours

1 hour

3 hours

5 hours

1 hour

3 hours

2 hours

1 hour

3 hours

5 hours

5 hours

2 hours

45 minutes

2 hours

1 hour

7 hours

2 hours

3] B
Time Spent
1 hour
3 hours
2 hours

1 hour, 30 minutes

3 hours, 9 minutes

1 hour

1 hour, 30 minutes

1 hour

1 hour, 30 minutes

3 hours

3 hours

3 hours, 25 minutes

2 hours, 30 minutes

15 minutes

1 hour, 31 minutes

1 hour, 30 minutes

7 hours, 2 minutes

2 hours

o Share

[I] Expor

Colur
Updated
28/Jan/24
05/Feb/24

08/Feb/24

3/Feb/24

29/)an/24

08/Feb/24

13/Feb/24

05/Feb/24

08/Feb/24

19/Feb/24

31/Jan/24

06/Feb/24

13/Feb/24

/24

29/)Jan/24

08/Feb/24

12/Feb/24

19/Feb/24




Sprint 0 Person-hour Time Tracking (Week 0)

Scott Gilstrap
Chris Dunbar

Sprint
Week of

Sum of Time Spent Calc

Row Labels v

Create Dependencies

Create Epics

Create Plan Document

Create Tasks

Generate Team Logo

Get Plan Document Approved by Team Members
Interview team members

Upload Project Plan Document

Grand Total

OCDS Sprint0 -7
21-27Jan24 | ¥

Column Labels ~

Chris Dunbar Scott Gilstrap Grand Total
4.0 4.0

6.0 6.0

5.0 5.0

4.0 4.0

2.0 2.0

1.5 1.5

1.5 1.5

0.3 0.3

2.0 22.3 24.3



Sprint 1 Person-hour Time Tracking (Week 1)

ChriS Dunbar Sprint OCDS Sprint1 |7
Week of 28Jan - 03Feb 24 -7
Justin Place
Sum of Time Spent Calc Column Labels  ~
Rya n L eBl anc Ro.w Labels : v | Chris Dunbar Justin Place Ryan LeBlanc Scott Gilstrap Stephanie Aguirre Grand Total
Build-out Website Infrastructure 5.0 5.0
: Business Goals 1.5 1.5
SCOtt GIlStrap Business Strategy 1.0 1.0
St h . A . Configure firewall for public access to website 0.3 0.3
ep anie gUIrre Create DNS zone file 1.0 1.0
Create employee education related to cybersecurity (i.e. cybersecurity resources) 3.4 3.4
Create legal structure for business 2.5 2.5
Designate List of Appropriate IT Policies 1.5 1.5
IT SP Planning Based on Research 2.0 2.0
IT Strategy 1.5 1.5
Plan/Design Layout on Website 1.5 1.5
Plan/Design Webpage 1.5 1.5
Research Al Toolset 7.0 7.0 14.1
Research IT Security Plan Methodologies 3.0 3.0
Research/Create Cybersecurity Policies 3.0 3.0
Research/Create list of IT Policies 3.2 3.2
Grand Total 9.3 7.0 7.0 9.0 13.6 45.9



Sprint 1 Person-hour Time Tracking (Week 2)

Sprint OCDS Sprint1 |7
Week of 04-10Feb24 |7

Chris Dunbar
Sum of Time Spent Calc Column Labels ~

J USti n Place Row Labels v | Chris Dunbar Justin Place Ryan LeBlanc Scott Gilstrap Stephanie Aguirre Grand Total
Conduct OCDS Planning Based on Reseach 2.5 2.5

Ryan LeBlanC Design Data Configuration 2.0 1.0 3.0
Design Dataset Configuration 3.0 1.5 4.5

SCOtt G”Strap Design OCDS IT SP Product Offering Documentation 2.0 2.0
Design Offerings Cost Model 2.0 2.0

Stephan ie Ag u | rre Design Product Offering Catalogue 2.0 2.0
Design the Company Business Model 2.0 2.0
Design/Create Cybersecurity Awareness Training 4.8 4.8
Establish Target Market 1.0 1.0
Incorporate IT Policy Design into Business Plan Design 1.0 1.0
Install and configure web server packages 2.0 2.0
Install server certificate with Let's Encrypt 1.0 1.0
IT Goals 1.0 1.0
List certifications and/or skill set needed 1.4 1.4
Plan Data Configuration 3.0 1.5 4.5
Plan Dataset Configuration 4.0 4.0
Poll team on website requirements 1.5 1.5
Research datasets 3.5 3.5 7.0
Research IT Risk Management Planning 3.0 3.0
Research NIST 800-53 Family Standards 4.5 4.5
Select and deploy website template 1.0 1.0
Grand Total 5.5 15.5 12.0 15.5 7.2 55.7



Sprint 1 Person-hour Time Tracking (Week 3)

Chris Dunbar
Justin Place
Ryan LeBlanc
Scott Gilstrap
Stephanie Aguirre

Sprint
Week of

Sum of Time Spent Calc

Row Labels

Complete Design of Cybersecurity Awareness Training
Create site contents/folders

Design Al Training

Design OCDS IT Risk Mgmnt Product Offering

Plan & Design Product Offering: Advanced Firewall, SIEM, & Log Analyzer
Plan & Design Product Offering: Cyber Awareness Training
Plan & Design Product Offering: Risk Management Planning
Plan & Design the OCDS Company Website

Plan Al Training

Plan, Design & Publish Project Website

Provide Requirements Document

Research Al Toolset

Verify Infrastructure Build Out

Verify Initial Business Plan Design is Complete

Verify Initial Policy List is Complete

Verify Planning & Design of all Client Offerings are Complete
Plan & Design Dataset Accuracy Improvement

Grand Total

OCDS Sprint 1
11-17 Feb 24

J
J

Column Labels  ~
v | Chris Dunbar

3.0

1.0

3.6

3.6

2.0

13.2

4.0
4.2
4.2
4.0
8.2 8.2

3.5

0.0

1.5

1.0

1.0

7.0

Justin Place Ryan LeBlanc Scott Gilstrap Stephanie Aguirre Grand Total

3.0 3.0
3.0
4.0
3.5
1.0
2.0 2.0
0.0
3.6
4.2
3.6
1.5
4.2
2.0
1.0
1.0 1.0
1.0
4.0
6.0 42.6



Sprint 1 Person-hour Time Tracking (Week 4)

Chris Dunbar
Justin Place
Ryan LeBlanc
Scott Gilstrap
Stephanie Aguirre

Sprint
Week of

Sum of Time Spent Calc

Row Labels v  Chris Dunbar

Complete Development of Curriculum
Complete IT Policy List

Complete Milestone 1 Report Documentation
Create required sections and pages
Milestone 1: Planning & Designs Complete
Upload Milestone 1 Report Documentation
Implement Al Toolset

Implement Dataset Accuracy Improvement
Implement Al Training

Publish site contents/folders

Publish draft site/go live

Grand Total

OCDS Sprint 1
18-24 Feb 24

b ¢
b ¢

Column Labels ~

2.5

3.0
3.6
9.1

5.0
5.0

10.0

5.0
3.0
0.0
8.0
8.0 8.0

3.0
3.6

6.6

Justin Place Ryan LeBlanc Scott Gilstrap Stephanie Aguirre Grand Total

3.0
3.6
5.0
2.5
3.0
0.0
5.0
5.0
8.0
3.0
3.6
41.7



Sprint 1 Person-hour Time Tracking (Team Totals)

. Sprint OCDS Sprint1  |-¥
Chrls Dunbar Week of (Multiple Items) |-T
Justin Place
Sum of Time Spent Calc Column Labels  ~
Ryan LeBIanC Ro.w Labels v | Chris Dunbar Justin Place Ryan LeBlanc Scott Gilstrap Stephanie Aguirre Grand Total
Build web server VM 3.0 3.0
SCOtt G”Strap Build-out Website Infrastructure 5.0 5.0
Business Goals 1.5 1.5
Stephanie Aguirre Business Strategy 1.0 1.0
Company Mission & Vision 2.0 2.0
Complete Design of Cybersecurity Awareness Training 3.0 3.0
Complete Development of Curriculum 3.0 3.0
Complete IT Policy List 3.6 3.6
Complete Milestone 1 Report Documentation 5.0 5.0
Conduct OCDS Planning Based on Reseach 2.5 2.5
Configure firewall for public access to website 0.3 0.3
Create DNS zone file 1.0 1.0
Verify Initial Policy List is Complete 2.0 2.0
Verify Planning & Design of all Client Offerings are Complete 1.0 1.0
Implement Al Toolset 5.0 5.0
Plan & Design Dataset Accuracy Improvement 4.0 4.0
Implement Dataset Accuracy Improvement 5.0 5.0
Implement Al Training 8.0 8.0
Publish site contents/folders 3.0 3.0
Publish draft site/go live 3.6 3.6

Grand Total 41.1 40.7 41.4 41.5 41.0 205.7




Recap/Review



Sprint 1 Project Experience

Accomplishments
Established a good, robust Jira project model
Overcoming multiple scheduling conflicts to complete tasks on time

Learn HTML generator tool & technical VM configurations for website as well SIEM infosec security offerings
Built a JSON training data-based Python Al ChatBot

Challenges
Meeting consistently as a team when all members have full time jobs but this team did it well
Creating design for the cyber awareness training

The Hugo tool was more involved than originally estimated & required a lot of time investment to learn
Establishing an appropriate work/school/life balance

Python code was complex & accomplishing better accuracy was difficult but eventually accomplished

Lessons Learned

Concentrate on better time management between Capstone and work tasks
Hugo (static HTML generator) is very robust and complicated
Consistent communications via MS Teams can produce good daily/weekly Scrum input

Opportunities for Improvement

Better time management in order to complete tasks with less stress
Spend a little more time on website folder & content to make for a better website presentation of client offerings




Milestone 1
Goals & Objectives

Sprint 1
Jan 25 — Feb 25, 2024

Plan & Design the OCDS Business Plan
Build-out Website Infrastructure

Plan & Design the OCDS Company
Website

Plan, Design & Publish draft of Project
Website

Plan & Design the OCDS IT Policies

Plan & Design the IT Security Planning
Client Offering

Plan & Design the Risk Management
Planning Client Offering

Plan & Design the Cyber Awareness
Training Client Offering

Plan & Design the Al-enabled Server
Hardening Client Offering

Plan & Design the Advanced Firewall,
SIEM, & Log Analysis Client Offering



Next Phase: Sprint 2



Milestone 2
Goals & Objectives

Sprint 2
Feb 26 — Mar 24, 2024

Sprint 1 Review & Retrospective and

Sprint 2 Planning Meeting scheduled for

February 25, 2024

Sprint 2 Potential Goals & Objectives
Complete & Publish Business Plan
Complete & Publish IT Policies
Publish Websites
Develop & Test Client Offerings

e Cyber Awareness Training
Curriculum

e IT Security Planning

e Risk Management & Assessment
* Al-enable Server Hardening Tool
* Adv F/W, SIEM, & Log Analyzer



Thank You!



